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JononnurebHas npodeccHona bLHAS NPOrpaMma
MOBbIIEHUA KBAJTUPUKAIIUA

«PasBepreiBanue pemenuii Cisco mo odecneyeHunio
oesonacuocTu rpanun cetu (SENSS)»

ropoji Mockea



[Iporpamma pa3paboTaHa B COOTBETCTBHHM C IMpHKa3oM MuHHcTepcTBa 00pa3oBaHUs U
Hayku Poccuiickoit @eneparun ot 1 wmrons 2013 r. N 499 "OO6 yrBepxaenun Ilopsinka
OpraHM3alMl ¥ OCYILIECTBICHHUS O00pa30BaTEIbHOW MEATENIBHOCTH IO JOMOJHUTEIbHBIM
npodeccuOHaIbHBIM MporpaMmmam’.

[ToBbimenne KBaduUKAUKUK CIOyliatenaedl, OCYyIIEeCTBISEMOE B COOTBETCTBHH C
IPOTPaMMOii, MPOBOAUTCS C UCIIOJIB30BAHUEM MOAYJIBHOTO TPUHIMIIA MOCTPOSHHUS y4eOHOTro
IIaHA C MPUMEHEHHEM Pa3IMYHbIX 00pa30BaTEeIbHBIX TEXHOJIOTUH, B TOM YHCIIE TUCTAaHI[MOHHBIX
00pa30BaTEeNbHBIX TEXHOJIOTHI U 3JIEKTPOHHOTO O0YYEHHS B COOTBETCTBUH C 3aKOHOAATEIHCTBOM
00 00pa3oBaHUM.

JlononHuTenbHas  HpodeccHoHanbHas  NporpaMMa  IOBBIIICHHS  KBalM(HKaLuy,
pazpaborana oOpa3oBaTelbHOM oOpraHu3alueil B COOTBETCTBHM C 3aKOHOJATELCTBOM
Poccuiickoit @enepannu, BKIIOYAET BCE MOAYIH, YKa3aHHbIE B y4eOHOM IUTaHE.

CogepxaHue OLICHOYHBIX U METOJWYECKUX MaTepuajoB OINpeAensieTcss oOpa3oBaTelbHON
OpraHu3aleil caMOCTOATENBHO C YYETOM IOJOXEHHH 3aKOHOAaTenbcTBa 00 0Opa3oBaHUH
Poccuiickoit deneparumu.

CtpykTypa  JONOJHHUTENbHONH  MPO(GECCHOHATBHOW  MPOrpaMMbl  COOTBETCTBYET
TpeOoBanusM [lopsiaka opraHu3anuu M OCYIIECTBJICHHS 0Opa3oBaTENbHON NEATEIHLHOCTU IO
JIOTIOJTHUTEIBHBIM MPO(EeCCHOHATBHBIM MPOrpaMMaM, YTBEPKIESHHOTO NMpHKa3oM MuHOOpHAyKH
Poccun ot 1 mrona 2013 r. N 499.

O0beM JIOMOJIHUTENBHOM TNPO(ECcCHOHANBHOM MporpaMMbl BHE 3aBHCHUMOCTH  OT
MPUMEHSIEMBbIX 00pa30BaTeIbHBIX TEXHOJIOTHI, JOKEH ObITh HE MeHee 16 akaeMUYeCKUX YacoB.
Cpoku ee 0OCBOEHUS ONPEEIIIOTCS 00pa3oBaTeIbHON OpraHu3aell cCaMoCTOSTENbHO.

®opMbl  00yueHHs ciuymartened (o4yHas, OYHO-3a04YHAas, 3a04YHAasl) OIMPEICISIOTCS
00pa30BaTeNbHON OPraHu3aIlue CaMOCTOATENIBHO.

K ocBoeHHIO TOMOIHUTETBHBIX MPOGECCHOHATBHBIX MPOTPaMM JOITYCKAIOTCS:

- U113, UMEIOIIe cpeaHee MpodecCHOHATbHOE U (MIIK) BBICIIEE 00pa30BaHUE;

- JIMIIa, TIOTyJaroue cpeanee npodeccuoHanbHoe U (MiIM) BhICIiee 0Opa30BaHUE.

Jns  ompeneneHust CTPYKTYPbl JOMOJHUTEIBHONH MNpOo(ecCHOHANIBHOW MpPOrpaMMbl U
TPYJOEMKOCTH €€ OCBOCHMSI MOXKET MPHUMEHSTbCS CHCTeMa 3adeTHbhIX enuHull. KonnyecTBo
3aYETHBIX EAWHUI] IO JOMOJHUTEIBHONH NpPO(ecCHOHANBHOM MMporpaMMe yCTaHaBIWBACTCS
OpraHu3aIuen.

OOpa3zoBarenbHasl JEATENBHOCTh CIyHIaTeled TNpeaycMaTpUBAaeT CIEAYIOIINE BHJIBI
yu4eOHBIX 3aHATUA U Y4eOHBIX palOOT: JEKIHH, MPAKTUYECKHE U CEMHHApCKHUE 3aHATHS,
nabopaTopHble pabOThI, KPYTJIbIE CTOJIBI, MACTEP-KIACChl, MACTEPCKUE, ACTOBBIC UTPHI, POJIEBbIC
UTpbl, TPEHUHTH, CEMHUHAphl MO OOMEHY ONBITOM, BBIC3JAHBIE 3aHITHS, KOHCYJIbTALIUH,
BBITIOJIHEHUE AaTTECTAI[MOHHOW, IUIUIOMHOHM, MPOEKTHOW pabOThl M Jpyrue BHUABI Y4E€OHBIX
3aHATUH U y4EOHBIX pabOT, ONpECIICHHBIC YUeOHBIM TUTAHOM.

Annorammst. Kypc oOyueHHMs 1OJ PyKOBOJCTBOM HHCTPYKTOPA, SBISIOUIMICS YacTbhiO
y4eOHOM TTporpamMMbl, HanpaBiieHHOW Ha nosydenue ceprudukamun Cisco CCNP Security. Kypc
npeHa3HaueH Ui MOATOTOBKM WH)KEHEPOB IO OE30MacHOCTH M MPEIOCTaBIACT 3HAHUSA H
MPaKTUYECKUH OMBIT MO HACTPOWKE pemieHui 3amuThl rpaHul] cetu Cisco, ¢ MUCIMOIb30BaHUEM
KOMMYTAaTOpOB M MapUIpyTU3aTOpoB, 1UTI030B CiSCO U yCTPOMCTB aAanTUBHOW OE30MaCHOCTH
(ASA). CtyneHTsl TTOJTy4aT MPAKTUYECKUNA OMBIT paOOTHI C HACTPOWKOM pa3IMYHBIX BApUAHTOB
3aLUTHI IEPUMETPA JJIsl CMIATYEHUS TIOCIECTBUIA BHEIIHUX YTPO3 U o0ecredeHns: 6e30MacHOCTH
30H ceTd. B KoHIEe Kypca CTYOEHThl CMOTYT CHM3UTH pucku st UT-undpactpykrypsl u
NPUIIOKEHUH C TOMOILBI0 KOMMYTaTopoB U MapiipytuzatopoB Cisco, ycrpoiictB Cisco ASA u
OCYIIECTBIISATH MOJIPOOHYIO MOAAEPKKY (QDYHKIIMOHUPOBAHUS ITUX MPOAYKTOB.

Ienab nporpaMmmsl:

[lenp Kypca - mpeAoCTaBUThH CiyliartenasM (yHIaMEHTalbHbIE 3HAHUS W MOTEHLUANT B
obOmactu oOecnieueHuss U ympasieHus OesomacHoct Cisco  ASA  OpaHamay3pos,
MapmpytuzaropoB Cisco ¢ Habopom dyHKIMI OpaHaMay?Ipa, a Takke kKoMmMmyTatopoB Cisco.



CoBepleHCTBYeMble KOMIIETEHIIMU

Kommerenmms

Hanpasnenne noaroToBku

®EJEPANBHOIO
rOCYOAPCTBEHHOIO
OBPABOBATEJIBHOIO
CTAHOAPTA
BbICLLUEIO
OBPA3OBAHWA MO
HAMPABJIEHUIO
NnoaroToBKM 09.03.02
NHO®OPMALINOHHbIE
CNCTEMbI N
TEXHOJIOM'MU (YPOBEHb
BAKATNTIABPUATA)

Kon xomnerennuu

CIIOCOOHOCTBIO TIPOBOJIUTH BBIOOP MCXOJHBIX JMaHHBIX juist | TIK-4

IMPOCKTUPOBAHUA

CIIOCOOHOCTBI0  HCIONB30BaTh  Marematndeckue  Mertonel | IIK-25

00paboTKM, aHATTN3a U CHHTE3a PE3YIhTaTOB MPO(eCcCCHOHaTBHBIX

HACCIEIOBaHUHI

CoBepuieHCTBYeMble KOMIIETEHIIMM B COOTBETCTBHM € TPYAOBBIMH (PMKIUAMH
npo¢ecCHOHATBHOIO0 CTaHaapTa «CucTeMHbIH aJIMUHHICTPATOP MH()OPMALTMOHHO-
KOMMYHHKaIMOHHBIX cucteM" (I[Ipuka3z MuHHcTepcTBa Tpyna M couuanbHON 3amuThl PO oT 5 okTs0ps
2015r. N 684 "OO6 yrBepkaeHuu npodeccHoHANbHOTO cTaHmapTa "CHCTEMHBIH aaMUHUCTPATOD
MHQOPMATMIOHHO-KOMMYHHUKAIIMOHHBIX CUCTEM").

No

Kommerenmus

OTD

Hanpasnenue moaroToBku

[TPO®ECCUOHAJIbHBIN CTAHIAPT
«CucTeMHBIN aIMUHUCTPATOP
MH(OPMATMOHHO-KOMMYHHKAITMOHHBIX
CHCTEM»

TpynoBsie GyHakmmm (KOx)

BS

AZIMUHUCTpHUpOBaHUE HPUKJIQJTHOTO
HIPOrPaMMHOT'O

Obecneuenus WHPOKOMMYHHUKALMOHHON
CHCTEMBI OpraHu3aluu

B/01.5 YcTaHoBka NIPUKIIAJTHOTO
MIPOrpaMMHOTO 00eCTIeueHUs

B/02.5 OueHka KpUTUYHOCTH
BO3HUKHOBEHHMS HHITUICHTOB IPU padboTe
MIPHUKJIATHOTO MPOTPAMMHOTO
obOecrieyeHus.

B/03.5 OnTuMusanus
(YHKIIMOHUPOBAHUS IPUKIIATHOTO
IIPOrpaMMHOT0 00eCIICUEHHUS

B/04.5 NnaTerpaius npukiagHoro
IIPOrpaMMHOTI'0 00ECIICUCHHS B CTMHYIO
CTPYKTYPY HH(POKOMMYHUKAITMOHHON
CHUCTEMBI.

B/05.5 Peanuzaius periaMmeHTOB
obecniedeHus HHHOPMALTMOHHON
0€301acHOCTH MPUKIIATHOTO
MIPOrpaMMHOT0 00€CIICUCHHUSI.

B/06.5 Pa3zpaboTka HOpMAaTUBHO-




TEXHUYECKOW JOKYMEHTAIINH Ha
MIPOIIETYPHI YIIPABJICHUS PUKIIATHBIM
MIPOrPaMMHBIM 00€CTICYeHUEM.

B/07.5 PazpaboTka TpeOoBaHuU K
anmapaTHOMY OOECTICUCHHUIO U

MOJIICP KUBAIOIICH HHPPACTPYKTYPE IS
3¢ hekTHBHOTO (HYHKITMOHUPOBAHUS
MPUKIIATHOTO MPOTPAMMHOTO
o0ecreyeHusl.

IlnanupyemMblii pe3yabTaT 00y4eHHs :

ITocsie okonuanus o0yuenns Ciaymaresb Oyaer 3HATH:
e Apxurekrypa Cisco SecureX
e Apxurekrypa Cisco TrustSec
e MonaynsHas Apxutektypa bezonacnoctu Cisco

IHociie okonuanus o0y4enusi Caymaresb OyJaeT yMeThb:

o IloHMMaTh COBOKYIHOCTH aKTYaJIbHBIX YIPO3 0€301acCHOCTH

o [loHumaTh ¥ BHEIPATH MOAYJIBHYIO apXUTEKTYpy Oe3omacHoctu cetu Cisco, Harpumep,
SecureX u TrustSec

o PaszBepThIBaTh 351€eMEHTHI 3a1IUTHI HHGPACTPYKTYphI Cisco B MJIOCKOCTU KOHTPOJISA U
yIpaBIeHUS

e HacTpanBaTh 6€301aCHOCTH B TUIOCKOCTH JIAHHBIX 2 ¥ 3 YPOBHS

o PasBepHyTh U mogAEpKUBaTH TpaHCIALMIO ceTeBbIX aapecoB (NAT) na Cisco ASA

e Pa3BepHyTh U OAEPKUBATH TPAHCIIIUIO CETEBBIX aapecoB Ha 6a3e Cisco [0S

o CrmpoektupoBaTh U BHEAPHUTH perieHus Cisco Mo 3aIuTe OT yrpo3 Ha OCHOBE TOJIUTHK
noctyma Cisco ASA, a Takke Ha OCHOBE HICHTH(UITMPOBAHUS U OIICHKU MTPUITOKEHUN

o Bueapsats punbTphl 60THET-TpaduKa

o PasBeprtriBath 30HHBIC MUTI03BI Cisco IOS (ZBFW)

o Hacrtpouts u npoBeputs paboOTy NOJIUTUK JoIycka mpuioxenuit Ha Cisco IOS ZBFW

YyeOHbIii IJIaH:

Kareropusi caymareneii: Kypc pekoMmeHgoBaH M OyJeT MOJe€3€H AJi CETEBBIX HH)KEHEPOB,
paboraronux ¢ cereBbiM obopynoBanueM Cisco u ¢ MCD Cisco ASA, B 0053aHHOCTH KOTOPBIX
BXOJIUT pean3aius 3aluThl IEpUMEeTpa CeTH

TpeGoBanus k npeaBapuTeIbHON MOATOTOBKE:

I[J'DI MMOJIy4YCHHA OT KypcCa MaKCHUMaJILHOU MMOJIB3bI, CIYHIATCIIN OOJIKHBI IPECABAPUTCIBHO UMCTh
clIeyolre Heo0X0JUMble HABBIKU 1 3HAHUS:

e VYposens noarorosku Cisco CCNA
e VYposens noaroroBku Cisco CCNA Security
o 3HaHue onepanuoHHou cucremsl Microsoft Windows

«Anrnuiickuii s3eik. YpoBeHb 2. Elementary, dacte 2», WM SKBHUBAJICHTHAs MOATOTOBKA.
OmnpenenuTs ypoBEeHb BlaAeHUS A36IKOM Bam momoskeT TecT: http://www.specialist.ru/test/599
Cpok o0yyenusi: 40 akageMHuecKux 4acoB, B ToM uucie 40 aynuTopHbiX, (0 camMOCTOATENBHO
(CPC).

®opma 00ydeHHUsi: OuHAs, OYHO-3a0uHas, 3a0uHas. [lo sxemanuto ciymarens Gpopma o0ydeHHS
MO3KET ObITh U3MEHEHA W/WIIN JAOTOJIHEHA.




Pexum 3aHATHH: THEBHOU, BEYEPHUH, IPYIIIBI BEIXOHOTO JHS.

Ne O6ma | Beer | B tom uncie | CPC | ®op
/o s 0 Tlex | Tipaxt R Ma 1
N TPpyAO | ayn. o ITA
HaumenoBanue Mmomyeit evxoc | 1 UUN | 3aHAT
0 MporpaMme . 15051
(akan.
4acoB)
Mopyns 1. BBenenue 6 6 3 3 0 Jla6o
patop
1 Has
pador
a
Monyinb 2. [IpuHIUIIBI 3a1IUTHI IEPUMETpPA 6 6 3 3 0 | Jlabo
cetu parop
2 Has
pabor
a
Mopyns 3. PazBepThiBaHUE 3aILIUTHI 6 6 3 3 0 Jla6o
ceTeBOi HHMPACTPYKTYpHI patop
3 Has
pabor
a
Mogayinsb 4. Pa3sepreiBanue NAT Ha 6 6 3 3 0 | Jlabo
yerpoiictBax ¢ OC Cisco IOS u patop
4 : Hasda
MexceTeBbIX 3kpaHax Cisco ASA
pador
a
Monyins 5. HacTpoiika momuTuk 6 6 3 3 0 | Jlabo
5 ¢unpTpanuu Tpaduka Ha Cisco ASA patop
Has
pabor
a
Monynsb 6. Texnonoruss ZBFW na Cisco 10 10 5 5 0 | Jlabo
I0S patop
6 Has
pador
a
Utoro: 40 40 20 20 0
Hrorosas arrectanus TECTUPOBAHUE

JIns Bcex BHUIOB AayIUTOPHBIX 3aHATAA AaKaJEMUYECKHMM 4Yac YCTaHABJIMBACTCS
MPOAOJIKUTEIIBHOCTBIO 45 MUHYT.
KonnyecTBo ayTUTOPHBIX 3aHATHIA MPU OYHO-3a04HOM (hopme oOyueHus cocraBiser 20-
25% ot 001IEro KOIUYECTBA YaCOB.

aTTeCTalliy CIyIIaTeNell U OCYIIECTBICHUH TEKYIIEro KOHTPOJIS X yCIeBaeMoCTH» 11.3.3.

1. Kanennapublii yuyeOHblii rpadpuk

®opwma [Ipomexxyrounoit artectauuu — cM. B JIHA «Jlonoxenne o npoBeeHNH IPOMEKYTOUHOMN

Kanennapusiii yaeOHbIi rpaduk GopMupyercs nmpu OCyIIECTBICHUN 00YUYEHUSI B TCUCHUE

BCEro KajeHmapHoro rojaa. [lo mepe Habopa rpynn ciymareleidl mo mporpaMMe COCTaBIISIeTCS

'TIA — IpOMEXyTOUHAS aTTECTAINS.




KaJICHJIAPHBIA TpauK, YIUTHIBAIOIINN 00bEMBI JICKIIUHA, TPAKTUKH, CAMOIIOATOTOBKH, BBIE3]IbI HA

OOBEKTEHL.
Henens 1 ) 3 4 5 6 7 Htoro
oOydeHust 4acoB
TH BT cp qT T cO BC
1 Hexmens 4 4 4 4 4 - - 20
CPC 0 0 0 0 0 - - 0
2 Henensd 4 4 4 4 4 UA - - 20
CPC 0 0 0 0 0 - - 0
Hroro: 8 8 8 8 8 - - 40

[Tpumeuanue: A — Utorosas arrecranus (TECTUPOBAHKE)

2. PaGouune nporpaMmbl y4eOHbIX NPEAMETOB

Mopnyas 1 . BBenenue

Mopnyas 2 . IIppHIMNBI 3aIIMTHI IEPUMeTPa CeTH

0O030p OCHOBHBIX 30H (MOIYJIEH) CETH
MonynesHas Apxutektypa bezonacnoctu Cisco
Apxutektypa Cisco SecureX

Apxwutektypa Cisco TrustSec

Mopnyas 3 . Pa3BepThiBaHue 3aIlIIMTHI CeTEBO HHPPACTPYKTYPHI

Benenue B 3anuty ceteBoii nH(pacTpykTypsl Cisco

Buenpenune mexannsmoB 6e3omacHoctu Control Plane mist Cisco 10S

Buenpenune mexannzmoB OezomacHoctu Management Plane mis Cisco 10S
Brenpenune mexannsmoB Oe3omacHoct Management Plane miist Cisco ASA
JlaboparopHnas pabota 1: Bueapenue mexanusmoB 6e3onacaoctu aist Control Plane u
Management Plane

Mertoas! cOopa TeneMeTpun Tpapuka

JlaGopaTopHnas pabota 2: HacTpoiika pa3u4HBIX METOJIOB TEIEMETPUH Tpaduka
Buenpenne mexann3moB 6e3onacHocty Data Plane (L2) nns yerpoticts ¢ OC Cisco
I0S

JlaGopatopHas pabota 3: Hacrpoiika 3amutsl Data Plane (L2) anist yerpoiicts ¢ OC
Cisco I0S

Hacrpoiika anemenTtoB 3ammthel Data Plane (L3) mist yerpoiicte ¢ OC Cisco 10S
JlaGopaTtopHnas pabota 4: Hactpoiika 3amutsl Data Plane (L3) nns ycrpoiicts ¢ OC
Cisco 10S

Monayasb 4 . PazgeprbiBanne NAT Ha ycrpoiictBax ¢ OC Cisco 1OS u MeskceTeBbIX IKpaHax
Cisco ASA

Beenenue B MmexaHu3Mbl TpeoOpa3zoBanust ceTeBbIX aapecoB (NAT)
PasseptriBanne NAT na Cisco ASA

JlaGopaTtopHnas paborta 5: Hactpoiika NAT na Cisco ASA
PasseptriBanne NAT na Cisco 10S

JlaGopatopnas padora 6: Hactpoiika NAT Ha Cisco I0S

Mopnyas 5 . Hactpoiika noantuk ¢puiastpanun tpapuxa Ha Cisco ASA




e Bgenenne B Mmexanu3mbl puibTpanun Ha Cisco ASA

o PasBepTriBanue 6a30BbIX NOAUTUK JocTyna Ha Cisco ASA

o JlaGoparopnas pabota 7: Hactpoiika 6a30BbIx moauTuk poctyma Cisco ASA

o PasBepThIBaHME pacHIMPEeHHBIX NOIUTUK AocTyna Ha Cisco ASA

o JlaGoparopnas pabota 8: Hactpoiika pacimmpeHHbIX TOJUTHK aocTyma Ha Cisco ASA

o PazpeptriBanue nonutuk gocrymna Cisco ASA Ha OCHOBE pemyTaliu

o JlabGoparopnas pabota 9: Hactpoiika punbTpa Tpaduka Botnet mHa Cisco ASA

o PazpeptriBanue nonutuk gocrymna Cisco ASA Ha OCHOBE MICHTH(PHUKAIIMOHHBIX
JTAHHBIX

o JlaGoparopnas pabota 10: Hactpoiika Cisco ASA Identity Firewall

Moayasb 6 . Texnosoruss ZBFW na Cisco 10S

e 0030p pyHKIUI 30HOBOTO MexkceTeBOTO dKpaHa Ha Cisco I0S

o JlaGoparopnas pabota 11: bazoBas nactpoiika Cisco IOS Zone-Based Firewall

e PasBeprtriBanme pacmupeHHbIX ToauTuk aoctymna Ha Cisco I0S Zone-Based Firewall

o JlabGoparopHas pabota 12: Hactpolika pacmmpeHHbIX ToIUTUK goctyna Ha Cisco I0S
Zone-Based Firewall

3. OpraHu3anuoOHHO-NeAATOTHYECKUE YCI0BUSA

CoOmoienne TpeOOBaHUK K KAAPOBBIM YCIOBHSAM pEATH3AINH  JOMOJHUTEIHHON
npodeccuoHaNbHOM MPOrpaMMBbI:

a) TIPEroAaBaTeNbLCKU COCTaB 00pa30BaTEIbHOW OpraHU3alMU, O0CCIICUUBAIOIIUI
00pa3oBaTeNnbHBIA TIpoIecC, 00JIalaeT BBICIIMM OOpa30BaHMEM M CTXKEM MPENOJaBaHUS I10
U3yd4aeMoil TemaThke He MeHee | roga W (WiIM) mpakTHYecKod paboThl B 00JACTSX 3HAHMIA,
MPEelyCMOTPEHHBIX MOAYJISIMU NIPOTPaMMBbI, HE MeHee 3 (Tpex) JIeT;

0) oOpa3oBaTenbHON OpraHu3alueil Hapsay ¢ TPAAUIIMOHHBIMU JIEKITHOHHO-CEMUHAPCKUMU
3aHATUAMU TPUMEHSIOTCS  COBpeMeHHble dS((EeKTUBHbIE METOAMKH MPENoJaBaHUS C
MPUMEHEHUEM MHTEPAKTUBHBIX ()OpM OOyUYEHUS, ayIHOBU3YAIBHBIX CPENICTB, HHPOPMAIIHOHHO-
TEJIEeKOMMYHUKALMOHHBIX PECYPCOB U HATJIAIHBIX YYEOHBIX TOCOOUH.

Cobmronenne TpeOOBaHM K MaTepHaIbHO-TEXHHMYECKOMY M Y4eOHO-METOIUYECKOMY
00€eCIIeueHUIO TOTTOTHUTEIbHON TPO(ECCHOHAIBHON TTPOTPaMMBI:

a) oOpa3oBaTellbHas OpraHMU3allHsl pacrojaraeT HeoOXOAUMON MaTepHaTbHO-TEXHIHUECKON
0a30H, BKJIIOYasi COBpEMEHHbBIC ayIUTOPUH, OMOINOTEKY, Ay TMOBHU3YyaIbHbIE CPE/ICTBA 00yUCHUS,
MYyJITUMEANHHYIO anmnaparypy, OprTeXHHKY, KOMUPOBAIbHBIC ammapaTel. MarepuanbHas 0a3a
COOTBETCTBYET CAaHMTAPHBIM M TEXHUUYECKUM HOpPMaM U MpaBujaM U 0OecreunBaeT MpoBeIeHNE
BCEX BHUJOB MPAKTUYECKOW M JMCHUILIMHAPHOW MOIATOTOBKHU CIIyIIATEIeH, MPeayCMOTPEHHBIX
y4eOHBIM TIJIAHOM peaTu3yeMOU TOMOHUTEIBHON PO ECCHOHAIBHON TTPOTPaAMMBI.

0) B ciay4yae NMPUMEHEHUS AJIEKTPOHHOTO OOYUYCHHsI, TUCTAHIIMOHHBIX OOpa30oBaTEIbHBIX
TEXHOJIOTHI KaKIbId OOydYaroIIMiiCss B TEUEHHWE BCEro mepuoaa oOydeHuss obOecreuynBaeTCs
WHAWBUAYAIbHBIM ~ HEOTPAaHWYEHHBIM  JOCTYMOM K  DJJEKTPOHHOM  HMH(OpPMAIIMOHHO-
o0Opa3oBaTenbHOIl cpele, colepkalleil Bce JJIeKTPOHHBIE 00pa3oBaTelbHBIE PECYPCHI,
MIEPEYUCIICHHBIC B MOAYJISX TOMOTHATEIBHOM MPo(dhecCHOHATEHOM MPOTrpaMMBl.

4. ®opMBbI ATTECTALMH U OLCHOYHBIE MATEPHAJIbI
OO0pa3zoBarenbHas OpraHu3alys HeCeT OTBETCTBEHHOCTD 3@ Ka4eCTBO IOJATOTOBKHU CIIyIIaTenen
U peanu3alyio JOMOJHUTENbHOW Npo(ecCHOHANBHOM NporpaMMbl B TIOJHOM 0OBEME B
COOTBETCTBUM C y4EOHBIM IIAHOM.



OrneHKa KauecTBa OCBOCHMSI JOTOJHUTEIIBHONW MPOPECCHOHATBHOM MPOTPaMMBI CITyIIaTeNeH
BKJIIOYAET TEKYIIUA KOHTPOJIb YCIIEBAEMOCTH U UTOTOBYIO aTTECTALIUIO.

[TpoMexxyTouHass arTecTalysi MO JaHHOMY Kypcy MpPOBOIUTCS B (opMe BBIOTHEHUS
MPAKTUYECKUX pabOT, K MTOTOBOHM aTTeCTAllUU JOMYCKAIOTCS CIYIIATENH, BBIOJHUBIINE BCE
MpaKTUYECKHUE pabOTHI.

PesynbraTel utoroBoit arrecrauuu ciymareneit Il B coorBeTcTBHM ¢ (OPMOI UTOTOBOMA
aTTecTallid, YCTAaHOBJICHHOW Y4YeOHBIM IIJJaHOM, BBICTABIISIIOTCS IO JBYX OajdbHOW IlKale
(«3a4TEHO\HE3aUTEHOY).

CrnymaTensM, YCHEIIHO OCBOMBIIMM JOIMOJIHUTENIbHYIO NMPOPECCHOHANBHYIO Mporpammy M
MPOIIESIIITNM HTOTOBYIO aTTECTAIMIO, BBIIACTCS YIOCTOBEPCHHE O MOBBIIICHUN KBATU()UKAIIUH.

CnymaTensM, He MPOLIEAIIMM HWTOTOBOM aTTeCTAllMd WM TOJYYUBIIMM Ha HWTOrOBOM
aTTeCTallMd HEYJIOBJIETBOPUTEIbHBIE pE3YyNbTaThl, a TaKXKe JIMIAaM, OCBOMBIIMM 4YacTh
JIOTIOJTHUTEILHON TTPo(ecCHOHaIbHON TTpOorpaMMBbl M (MJIM) OTYHUCIICHHBIM U3 00pa3oBaTeIbHOM
OpraHu3alliy, BBIJACTCsA CcrpaBKka 00 oOydyeHHMM WM O mepuoie oOydeHus 1o oOpasiy,
CaMOCTOSITEJIbHO YCTaHaBIIMBAEMOMY OOpa3oBaTeIbHON OpraHu3aiueii. Pe3ymbraTbl UTOTOBOM
aTTeCTallMU 3aHOCSITCS B COOTBETCTBYIOLINE TOKYMEHTBHI.

HtoroBast arrectanusi MNpoOBOIUTCS MO (GopMe TNPEACTaBICHUS Y4eOHBIX TPOEKTOB U
HOJArOTOBKU JIMYHOT'O OPT(HOIIHO.

HTorosas arrecTanus no Kypcy (rectTupoBanue):

Bonpocsl Tecra/oTBer:
«[lonmp3oBarenbckuii HHTEPGEc MapIIPYTU3ATOPa U PEKUMBD»

111. Kakue nBa pexxuma J0cTyIna K KOMaHJaM MaplipyTu3aTopa CyLIECTBYIOT B MapIIpyTH3aTOpax
Cisco?
* [Tosib30BaTENbCKUM U PUBUIIETUPOBAHHBIN

112. Kakoii 13 IpUBEACHHBIX HIKE CUMBOJIOB CBUJICTEIILCTBYET O TOM, UTO JJaHHAS KOMaHHAs CTPOKa
SIBJISICTCSI CTPOKOM MPUBIJICTHPOBAHHOTO peKUMa HHTepdeiica moas3oBaress Mapupyrtuzaropos Cisco?
o #

113. Kakoii 13 pexXMOB IIPEOCTABIACT JOCTYII K CITUCKY OOIIEYITOTPEOUTETBHBIX KOMAH/I, €CITU TIPH
pabote ¢ nuaTEpdEIicoM MOIb30BaTENIS MAPIIPYTH3aTOPOB CisCO BBECTH C KIIABHATYPHI CHMBOJI 3HAK
Bompoca ("?")?

* [Tonp30BaTENbCKUM U IPUBUIICTUPOBAHHBIN

114. Kakoit pe)>kxuM UCIOIB3YeTCs IPU BHECCHUH W3MEHEHHUH B KOH(DUTYPALIMIO MaPIIPYTH3aTOPOB
Cisco?
* [IpuBHUIIETHPOBAHHBIN

115. Haxxatue Kakux KJIaBUII IpH paboTte ¢ nHTepQercoM Monb30BaTess MapupytuzaTopoB Cisco
MIPUBOAUT K aBTOMaTHYECKOMY ITOBTOPEHUIO BBOJIA TPEABIAYIIEH KOMaHbI?
» <Ctrl+P>

116. Yto o3HauaeT nojckaska — More — , HOSBIISIIONIasics BHU3Y 9KpaHa HHTepQelica mojb30BaTes
MaprpyTu3aTopoB Cisco?
* BoiBogumas nH@opMalys UMeeT HECKOJIBKO IKPAHHBIX CTPAHUIL

117. Yro o3HauaeT, Korjaa B nHTepdeiice monb3oBareis MappyTuzaropa Cisco MOsSBISIETCS CUMBOI
"6ompre yem" (>)?

* [Tonp30BaTENBCKUM PEXXUM

118. Yto npousoiiaeT, eciu HabpaTh KOMaHay show ? B KOMaHIHOH CTpoke?



* Byzer nmokazaH nepevyeHs MoAKOMaH], KOTOPbIE MOTYT MPUMEHSATHCS COBMECTHO C KOMaH10i show

119. Yro npousoiiaer, ecnu pu padbote ¢ nHTEpQeiicoM Monb30BaTess MapupyTuzaTopoB Cisco BBeCTH
CHUMBOJI BOIIPOCHUTENBHOTO 3HaKa?
* [Tosib30BaTENIb BOMAET B CUCTEMY TTOMOIIIN

120. Yto npousoiiaet, ecinu npu pabote ¢ nHTEpQeiicoM Nonbp30BaTeNs MapipyTu3aTopoB Cisco HaKaTh
KJIABHIITY CO CTPEIIKOU BBEPX?
* Ha skpan Oyzer BeIBeZieHa NOCIIEIHSAS BBEICHHAs KOMaH/a

«Bo1Bog nH(pOpMaNKK 0 KOHUTYypaALMU MAPIIPYTH3ATOPaY»

121. 1nsa gero ucnonn3yetcst komanaa show cdp neighbors?
* JInst mostyueHust 0030pHOI KapTUHBI MapILPyTU3aTOPOB, HETMIOCPECTBEHHO COSTUHEHHBIX C CEThIO

122. Kakast koMaH/1a BBOJUTCS JIJISl TOT'O, YTOOBI IPOCMOTPETH (hailil akTUBHOM KOH(MHUTYpaLUH
Mapuipytusaropa?
* show running-config

123. Kakue cTpoku HHPOpMAIK MOXKET BBIBOAMTH Ha 9KpaH komaHaa show interfaces serial?
* Seriall is up, line protocol is up

124. Kakuie 4eTbIpe BaXKHBIX dJIeMeHTa WH(OPMAITUH MTOJTYYatoT TIOCTE BhIAAYM KOMaH bl ping?

* Pasmep u xonmmuectBo ICMP-niakeToB, MpoAOKHTEILHOCTD IIEPHOAA OXKUIAHMS OTBETA, IIOKa3aTelhb
YCIEUIHOCTH TOCHIIKY 3XO0-TIAaKETOB K MUHUMAJIbHOE, CPEAHEEe U MAKCUMAaJIbHOE BPEMsI IPOX 0K ACHHUS
IMaKeTOB B 00a KOHIIA

125. Kakoe u3 IpUBEACHHBIX HIDKE ONPEICIICHUN ONMMChIBaeT (YYHKIIMIO KOMaH bl show startup-config?
* BeIBoIUT COOOITICHIE, ITOKA3BIBAIOIIECE 00HEM HCIIOIH30BAHHON YHEPTOHE3aBUCUMOM ITaAMSITH

126. Kakoii u3 cleayonux KOMIIOHEHTOB MaplIpyTH3aTOpa UMEET TAKUE XaPaKTSPUCTHKU: ICPKUT
OTIEPAIIIOHHYIO CHCTEMY U MUKPOKO/I, COXPAHSIET CBOE COAECPKUMOE MPH OTKIFOUEHUH MMUTAHUS HITH
repe3aIrycke U M03BOJISIET OOHOBIIATE MTPOrpaMMHOE oOecTieueHre 0e3 3aMEHBI MUKPOCXeM?

* OAMII-aMAITh

127. Kakyto uHdopmMalimio gaet mpoBepKa CeTH ¢ MOMOIIbI0 KoMaH sl show interfaces serial?
* [Toka3pIBaeT cTaTyc KaHaa CBS3M U KAHAIBHOTO MPOTOKOJIA

128. Kakyro uH(popMaIuio JaeT MPOBEPKa CETH C TIOMOIILI0 KOMaH kI trace?
* [Toka3bIBaeT Kax bl MapIIpyTU3aTOP, KOTOPBIM MPOXOIUT MAKET HA MYTH K MyHKTY HA3HAYCHUS

129. Yrto n3 NpUBEICHHOTO HMU)KE HEMIPABUIHHO OMHCHIBACT (PYHKIIMIO KOMAH/IBI CTaTyca
MapuipyTusaropa?
* show buffers BEIBOAUT Ha PKpaH CTATUCTUYCCKHE JaHHBIC TYJIOB Oy(hepoB MapIpyTH3aTOpa

130. Yo 13 mMpuBEIEHHOTO HUKE OMMCHIBACT MECTO, U3 KOTOPOTO KOH(PHUTYpUPYETCS MapIIpyTH3aTOP?
* Bynyun yCTaHOBJICHHBIM B CE€Th, MAPIIPYTHU3aTOP MOXKET KOH(QUTYPUPOBATHCS C TIOMOIILIO
BUPTYaJIbHBIX TEPMHHAIOB

«3amyck MapIIpyTHU3aTOpa u €ro HadalbHOe KOH(pUTYpHUPOBaHHE)

131. 3aueM MOXET TOHATOONTHCS BhIaya KoMaH I show startup-config n show running-oonfig?

* MapuipyTu3aTop HEOXXHIaHHO Havajl HEeTIPaBIILHO paboTaTh, U HEOOXOUMO CPaBHUTH HAYAIbHOE

COCTOSIHHE C COCTOSIHEM Ha JaHHBIM MOMEHT BpEMCHU

132. KakoBa ¢yHKIIMs KOMaHbI erase startup-config?



* VY anser u3 SHEProHe3aBUCUMON TaMATH PE3EPBHBIA KOH(PUTYypallMOHHBINA (aitr

133. KaxoBa ¢yHkius komanas reload?
* [lepesarpy»xaet MappyTu3aTop

134. Kaxoit (kakue) ¢aiin (haiimsr) MOKHO 00HAPYKUATH B YHEPTOHE3aBUCHUMON MTaMsTH?
* Kondurypaunonnsie ¢aiiist

135. Korma BBITTONHSIETCS PEKUM HaYaIbHOW YCTAaHOBKH MapuipyTu3aTopa’?
* Korma MapmpyTu3aTop He MOXKET HalTH KOPPEKTHO 0(OPMIICHHBIH KOH(MUTYPAITMOHHBIN (haiin

«3aIrycKk MapIIpyTH3aTopa U €ro HadaJlbHOE KOHPUTYPHUPOBAHHE)

136. YxaxuTte npaBUIbHYIO MOCIEIOBATEIILHOCTD IIIar0B BEITIOJTHEHHS MIPOIECcCa 3aITyCKa CHCTEMBI
MaprpyTu3aTopoB Cisco:

1) TecTHpoBaHUE aMMIapaTHOW YaCTH

2) 3arpy3Kka nmporpaMMbl Ha4aabHOT'O 3arpy34nKa

3) HaxOXJICHHE MECTOIIOJIOKEHHUS OTIEPAITMIOHHOM CUCTEMBI U ee 3arpy3ka

4) HaxOXIEHHUE MECTOIOJIOKECHHS KOH(PHUTYPAlIMOHHOTO (aiiyia i ero 3arpysKa

137. YTo 13 NpUBEIEHHOTO HIKE IIPAaBUIIBHO OIUCHIBAET IPOLEAYPY HaualbHOM yCTaHOBKU Ha
MapIIpyTH3aTOpe TI00aTBHBIX TapaMeTPOB U MapaMeTpoB HHTEPPercoB?
* JI0J5KHO OBITH YCTaHOBIICHO UMS MapIIpyTH3aTopa

138. YUto n3 IpuBEACHHOTO HIKE SBIIIETCS BAKHOM (PYHKIMECH aBTOIMPOBEPKH O BKITFOUCHHIO TTUTAHUS?
* BrimmosHeHUE MOATIPOrpaMM TUArHOCTHKH, KOTOPBIC IPOBEPSIFOT MPUHIMITHATBHYIO
PpaboTOCTIOCOOHOCT aNMapaTHOW YacTH MapIIpyTH3aTOPa

139. UTo 13 NpUBEACHHOTO HIKE SIBICTCSA BaXKHBIM pe3ybTaToM BBoJia B Mapiipytuzatop OC 10S?
* OnpeneneHue cocTaBa anmnapaTHbIX U MPOrPaMMHBIX KOMIIOHEHTOB MApIIPYTHU3aTOpa U BEIBOJ 3TOTO
MepeyHs Ha TEPMUHAI KOHCOJIH

140. Yto v3 NpUBEACHHOTO HUXKE ABJISICTCS BAXKHBIM PE3YJIBTATOM 3arpy3Kd B MapIIPyTH3aTOP
KOH(UT'YpallMOHHOTO (aiiia?

* 3amyck mporiecca MapipyTH3aIluK, BBO apecoB HHTEP(EHCOB U YCTAHOBKA XapaKTEPUCTUK CPE
nepeaayn JaHHbIX

«KoHdpurypupoBanue MapiipyTu3aTopa

141. Ecniu He0O0X0IMMO BBINTH U3 PEKUMa KOH(PUTYPUPOBAHUS, TO KAKYIO U3 CICIYIOIINX KOMaH]T
ciemyeT BBecTh?
» <Ctrl+Z>

142. Ecnu mnanupyercs KoHGUrypupoBanue nurepderica, To Kakoil BU]I J0JDKHA UIMETh KOMaHIHAs
CTpOKa MapIipyTusaropa?
* Router(config-if)#

143. Kakas u3 cueayromux KOMaHI He SBIISICTCS KOMaHI0W yIaICHUS N3MCHEHHUH B KOH(PUTYpaITiu
MapipyTuzaropa?
* Router# copy running-config startup-config

144. Kakxosa ¢yHKIIII KOMaHIEI configure memory?
* BrimonHseT 3arpy3Ky KOHGUTYPaMOHHON HH(DOPMAIIUU W3 SHEPTOHE3aBUCUMOM MaMsTH

145. KakoBa dyHKIINS KOMaHIBI cOpy running-config startup-config?
» CoxpaHsieT B SHEPTOHE3aBUCHMO MaMSTH TEKYIIYI0 KOHPUrypanuio, Haxoasuryocs B O3Y



146. Kaxyro 3 MpuBECHHBIX HIKE KOMaH]T MOJKHO HCIIOJIE30BATh M1l COXPAHCHUS H3MEHEHUH
KOH(QUTYpallU MapIIpyTU3aTOpa B Pe3ePBHOM KOMTUN KOH(DUTYPAIIHOHHOTO (haiina?
* Router# copy running-config tftp

147. YKaxxnTe IpaBUIIbHBIN TOPSIOK Mpoliecca KOHOUTYPUPOBAHHS MapIIPyTH3aTOPa:
(ITpeanonaraeTcst, YTO U3MCHEHUS B MapIIPYTH3ATOPE C TIOMOIIBIO0 PEKUMA KOH(DUTYPUPOBAHHS YIKES
OBLTH CIETIaHBI.)

1) IIpoBepka pe3yabTaToB

2) [IpunsiTre pemeHust OTHOCUTEIHLHOTO TOTO, SIBJISIOTCS JTU H3MCHEHUS KEJIAeMbIM PE3yJIbTaTOM

3) CoxpaHeHue U3MEHEHUHN B pe3epBHOM KOMUU

4) IlpoBepka pe3epBHOTO daitna

148. Yto n3 mpuBeIEHHOTO HMUXKE HE OMUCHIBACT MPOIEYPY KOHGUTYPUPOBAHUS ApOJIS B
MapIIpyTH3aTopax?
* [Taposin MOTYT yCTaHABIMBATKLCS MPH PabOTE B TFOOOM pexrMe KOHOUTYPUPOBAHUS

149. Uto n3 npuBeACHHOTO HIKE HE ABIsAeTCS (QyHKIMEH KOMaHAbI IPUBIICTHPOBAHHOTO PEKIMA
EXEC configure?
* Kondurypuposanune TFTP-cepBepa ¢ BupTyaibHOro TepMHUHANA

150. Yto n3 mpuBEAECHHOTO HIKE MPABHIIBHO ONMCHIBACT KOHYUTYPHPOBAHUE B MapLIPYTH3AaTOPE
naposiein?
* [Tapons MOXkeT OBITH YCTaHOBJICH Ha BCE BXOISIINE ceaHChl mpoTokoia Telnet

«Hctounuku 3arpy3ku OC I0S»

151. Jlns gero HEOOXOAMMO OnpeeNaTh pa3mep daitna oopaza OC 10S na TFTP-cepBepe nepen
MEPECHUIKON ero B MapipyTu3arop?
* UTOOBI IPOBEPUTH JIOCTATOYHOCTH MPOCTPAHCTBA BO (MISMI-MIAMSITH JIJISl €T0 COXPAHCHUS

152. 3adem cozmaetcs pe3epHas komus oopaza OC 10S?
* Jlnst co3manms aBapuifHON KOITMHU TEKYIIEro 00pasa mepe;] mepexo10M Ha HOBYIO BEPCHIO

153. Kaxoit crioco6 sBiisieTcst caMbIM OBICTPBIM JUTS TpoBepku gocTmxumoctn TFTP-cepBepa mepen
MTOTIBITKOM TTepechlIkh (aitna odpaza OC 10S?
* [Iponuarosats TFTP-cepBep ¢ moMOIBI0 KOMaHABL ping

154. Kakyro koMaHy CIeAyeT BBIIATh, €CITH HeoOX0oauMo 00HOBHTE cTapyro Bepcuio OC 10S mytem
3arpy3ku HoBoro oopasza ¢ TFTP-cepsepa?
* copy tftp flash***

155. YKaxxnTe MOCIIeI0BaTEIbHOCTE, UCTIONB3YEMYIO MapIIPyTU3aTOPOM, ISl aBTOMAaTHIECKOTO
BO3BpaTa B UCXOJHOE COCTOSHUE M 0OHapyX)eHHs MecToHaxoxkIeHus ucrounuka OC 10S:

1) DuepronesaBrucumoe 3Y

2) Omm-namaTh

3) TFTP-cepsep

156. Uto 13 npuBeAGHHOTO HIKE BBHIBOAUTCS Ha 3kpaH komanaoi OC 10S show version:
* Bepcus OC I0S

o Tun miathopMsl, Ha KoTopoi ucnoaHsercs OC

* YcTaHOBKA PEerucTpa KOHQUTYPUPOBAHUS

157. YUTto 13 MpHUBEIEHHOT'O HIXKE HE OMUCHIBACT YCTAHOBKH PETUCTPa KOHPUTYPUPOBAHUS IS
HagapHOU 3arpy3ku OC 10S?



* JI71s1 IpOBEPKH YCTAaHOBKY TIOJIST HAYAIBHOMN 3arpy3KH UCIONIB3YyeTCsT KoMaHaa show running-config

158. UTo 13 NpuBEICHHOTO HIKE HE SBISICTCS YaCThIO MPOILECCca 3aJaHusl aBapUiTHON
MOCJE0BATEILHOCTH JU1s HadanbHOU 3arpy3ku OC 10S?

* Jluist 3a71aHUsI BCEN aBapUitHOM MOCIeI0BaTeIbHOCTH UCTIONB3YETCs OJIHA KOMaH/1a HauyajlbHOM 3arpy3Ku
CHCTEMBI

159. Yto u3 pUBEACHHOTO HIDKE TTPABMIIBHO OTHCHIBAET MOATOTOBKY K Mcnoib3oBanuio TFTP-cepsepa
JUISL KOTUPOBAHUS ITPOTPAMMHOTO 00eCTieUeHHSI BO (DIIIII-TTAaMSATh?

* TFTP-cepBep nomKeH OBITH APYTUM MapIIPYTH3aTOPOM HIIM XOCT-CUCTEMOM, HallpuMep paboueit
crannuedt ¢ OC UNIX unu nopTaTuBHBIM KOMITBIOTEPOM

160. Yto, no-BaieMy, coaepKuT orpanuueHnyto sepcuto OC 10S?
« [13Y

«Koudurypuposanue IP-anpecoB uatepheicoB MapuipyTiuaTopar

161. Ecu mHeob6xoamMo oToOpa3uTh uMs AoMeHa Ha IP-anpec, To 4to Hamo caenats cHavyana?
* UneHTudunmpoBaTh NMEHa XOCT-MAaIIHH

162. KakoBa ¢yHKIHS KOMaHIbI ping?
* Hcnonb3yet nporokos ICMP 11t mpoBepKy BO3MOYKHOCTH COSAMHEHUS Ha (QU3MUSCKOM YPOBHE H
JIOTUYECKOT0 aJpeca CETEBOT0 YPOBHS

163. KakoBa ¢dyHKIINS KOMaHIH telnet?
* [IpoBepsieT paboTOCIIOCOOHOCTH MPOrPAMMHOTO 00ECTICUCHHSI YPOBHS TIPUIIOKEHHUN Ha y4aCTKE MEKIY
CTaHIMEH-OTIPABUTEIEM U CTAHIIUCH-TIOTydaTeIeM

164. KakoBa 11€71b UCIIOIB30BaHNsT KOMaHIbI trace?
* OHa JIOKaJTM3yeT 0TKAa3bl 1O MYTH OT OTIPABUTENS K IOITYYaTEITIO

165. KaxoBo Ha3HaueHHE KOMaHIHI ip name-server?
* 3a/1aeT XOCT-MAaITHHBI, KOTOPhIE MOTYT MPEJOCTABUTEH CEPBHIC PA0OTHI C UMEHAMU

«Koupurypuposanue IP-anpecoB uatepheicoB MapuipyTiUaTopar

166. KakoBo HazHaueHne KoMaHabl no ip domain-lookup?
* OTKIIIOYaeT B MapuIpyTuzatope QyHKIHIo npeodpazoBanus "ums—anpec"

167. Kakyro koMaHy CIIeIyeT UCTIOIb30BaTh JUIsl 3aHECEHUS CTATUYECKON 3aITUCH OTOOpaKCHHS ""MMS—
azapec" B KOHQUTYpauUOHHBIN (aii MapuipyTu3aTopa’?
* ip host

168. Uto 13 NpUBEACHHOTO HIKE HAMITYUIITUM 00pa3oM ONHChIBaeT PYHKIHIO afpeca MHUPOKOBEIIaH s ?
* [Toceuiaet cooOIieHUE BCEM y3J1aM B CETH

169. Uto 13 npuBEACHHOTO HIKE HAMITYUIIUM 00pa3oM onuchiBaeT PyHKIHIO KoMaH sl show hosts?
* Mcnonb3yeTcs U1 BEIBOJIA Ha 9KpaH HaXOAIIErocs B KAIIe CIIMCKa UMEH U aJIpecoB

170. Yto 13 npuBEACHHOTO HIKE HAMITYUYIIUM 00pa3oM ONHCHIBAET PYHKIHIO PACIIMPEHHOM
KOMaH/IbI ping?
* Mcnonb3yetes A 3alaHus HOAAEPKUBAEMBIX B ceTH Internet-3arosioBkos

«Kondurypuposanue mapupyruzatopa, RIP u IGRP»

171. J1y1s1 9ero BEIBOAMTCS coAepKuMoe TabauIe! [P-mapmpytrzammm?
o Jlnst unenTudukanyuy nap 3HaYCHUN aJIPECOB CETeH HA3HAYCHUN U KOJIMYECTBA IIEPEX0I0B



172. J151s1 9ero UCIOIb3YIOTCS MPOTOKOJIBI BHEIITHSH MapIIpyTH3AITIHN ?
* Jlnst oOMeHa uH(popMarmei Mex Ty aBTOHOMHBIMUA CUCTEMaMHU

173. J1y1s1 9ero UCIOIb3YIOTCS TPOTOKOJIBI BHYTPEHHEH MapIIpyTH3AITIH?
* Mcronb3yroTcst BHYTPH OJTHOM aBTOHOMHOM CUCTEMBI

174. Ecnu HeoOX0AMMO Y3HATh, Ha padOTy ¢ KaKHM MPOTOKOJIOM MapIIpyTH3aIuH CKOHOUTYPUPOBaH
MapIIpyTH3aTOP, TO KAKYI0 KOMaHAy CICIyeT HCIOIb30BATh?
* Router> show ip protocol

175. EcTh Mo 03peHKE, YTO OJMH M3 MapIIPyTU3aTOPOB B CETH MOCHUIACT TIOXYIO0 MapIIPYTHYIO
uHdopmaimio. Kakyro KoMaH Iy MOXKHO HCIIOB30BATH [T IPOBEPKU?
* Router> show ip protocol

176. K xakoMy TUIy 3aImuceil MapIpyTu3aTop oOpamaeTcs nepBoHa4YaIbHO?
* K 3anmcsm o ceTsx U moJICeTsIX, MOAKITIOYEHHBIX HETTIOCPEACTBEHHO

177. Kakyro MeTpuKy Hcronb3yeT npotokos RIP 1is onpenenenns HauiTydIiero myTu, KOTOPBIM JTOJIKHO
Cclle0BaTh coo0IEeHue?
» KonmyecTBo nepexo/ioB

178. Yto 13 mpuBEIEHHOTO HM)KE HAWIYYIITUM 00pa30M OMKCHIBAET MAPIIPYT MO YMOITYAHHIO?
* 3anuch B TaONIMIE MAPIIPYTU3AIIUH, KOTOPAs UCIIONB3YETCs JIJIsl HAlIPaBJICHUS KaAPOB, CIIeIYIOIIHN
TIEPEXO A7 KOTOPBIX HE UMEET SIBHOTO OTPAKEHUS B TaOJIHIIE MapIIPyTH3AAN

179. Yto 13 MpUBEIEHHOTO HIKE HAWTYYITUM 00pa30M OMKCHIBAET CTATUICCKUN MapIIpyT?
* MapuipyT, KOTOpBIH B SBHOM BHJIe KOHPHUTYPUPYETCS U BBOAUTCS B TAOIHILY MapIIPyTHU3AIUH U UMEET
MPEUMYIIECTBO HAJ MapIIPyTaMK, BEIOPAaHHBIMU IMPOTOKOJIAMU TMHAMUYECKON MapIIpyTHU3aIuN

180. YTo u3 npuBEACHHOIO HIKE OTHOCHTCS K 3a7a4aM T7100aIbHOTO KOHMUTYPUpPOBaHHS?
* Beibop mpotokona mapmipyrusanun; RIP win IGRP

«YTpaBlI€HUE CEThHIO»

181. Kakwue 1aru ciiefiyeT npeAnpHHSTE TS aHAJTU3a U PEIICHUs MTPOOJIEMbI B CETH TOCIe cOopa JaHHBIX
o pabote?

* COCTaBUTh CITUCOK BO3MOKHBIX IIPHYNH; PACCTABUTH IPHOPUTETHI IPUYMH; UCITOIB3YS CPEACTBA
yIPaBIICHUS CETHIO UIIM METO/T 3aMEHBI, HIACHTU(DUIIMPOBATH TPHUYHHEI

182. KaxnM 00pa3oM KapTa CeTH IOMOTAaeT JIOKAIM30BaTh MECTO BOZHUKHOBECHIS MPOOIIEMBEI C
(bU3NYECKNM 3JIEMEHTOM CeTH?
* [Ipenocrasnser uHpopmanuto 00 aapecax mpoOIESMHOTO YCTPOHCTBA

183. Kakona 11e)1h H”HBEHTapHU3AIHMOHHOMN pEeBU3UHN?
 CocraBjcHHE WHBESHTAPU3AIMOHHOM OTIMCH BCETO IPOTPAMMHOTO | alllapaTHOro 00ecredeHus,
UCTIOIB3yEeMOTO B CETH

184. KakoBa 11e71b PEBU3MH CPENCTB 3aIUTHI CETH?
* OnpezeneHne cocTaBa anmnapaTHO-IPOrPaMMHOI0 KOMIUIEKCa, TPEOYIOIIErocs! [T 00eCTIiedeHus

3alIuThI CCTU

185. KakoBa 1eib peBU3UN YCTaHOBICHHOTO 000pyJOBaHUs?
* UneHTudukanus MecTOHaXOKACHUS KaXKA0TO DIEMEHTa CETH

186. Kaxosa nens pesuzuu 3¢ppektuBHOCTH?



° OHpeIIeJICHI/IC TOrO, pa60TaeT JIX CE€Th B COOTBCTCTBHUH CO CBOMM ITIOTCHIIHAJIOM

187. UTo nOMKHO BXOANUTH B MUCBMEHHYIO GopMy JokyMeHTa "TexHuueckue TpeOoBaHUs HA
MU3MEHEHUS", KOTOPBIA TOTOBUTCS ISl AOCTIKEHUS 00Jiee BRICOKOH MPOU3BOAUTEIBHOCTH M YPOBHS
3aLIUTHI ceTH?

* OG0CHOBaHMSI KaXI0T0 3alpaIlliBaeMOro U3MEHEHUS

188. YUto n3 mpuBEACHHOTO HIKE JOHKHO OBITh BKJIIFOUCHO B OTUET O MTPOBEACHUN OTICHKU?
* XKypHaJbl, moKa3pIBaIONINE TEHACHIMIO K YMEHBIICHHIO CKOPOCTH TpaduKa B ONpeeTICHHBIX
CErMEHTaX CeTH

189. YUto n3 pUBEACHHOTO HIKE TIPABMIIBHO OMMKCHIBAET MPOTOKOI SNMP?
* Mcnonp3yeT KOHIENIUIO, U3BECTHYIO 10 Ha3BaHueM MIB

190. Yto n3 mpuBEACHHOTO HIDKE TIPABMIIBHO OMKCHIBAaeT padboTy nportokoiaa CMIP?
* [IpenycmarprBaeT HajMure NEHTPATLHOM paboyei CTaHI[ MOHUTOPUHTA, KOTOPAst OKUIAET OT
YCTPOMCTB COOOIEHUH 00 UX TEKYIIEM COCTOSHHH

«tanoHHas Mojenb OS] u MapmpyTHU3anus»

191. B cityuae, Korjia Bce MapIIpyTU3aTOPhl B CETH pabOTAIOT ¢ OJHOM U TOM ke HH(pOpMaIHe 0
TOTIOJIOTHH CETH, TO O CETH TOBOPAT KaK O...
* KOHBEPTUPOBAHHOM

192. Kakas u3 ciaenyonmx (yHKIHMNA UCTIONB3yeTCs] MapIIPyTU3aTOPOM JUIS TIEPECHUTKH TAKETOB TAHHBIX
MEXy ceTsIMuU?
* OnpeneneHye myTH 1 KOMMYyTauus

193. Kakue u3 nepeyrciIeHHbIX HUXE SBISIOTCA OCHOBHBIMU TUIIAMU JUHAMUYECKOU MapIipyTHU3auuu?
¢ JIuCTaHIIMOHHO-BEKTOPHBIN U KaHAJbHBIN

194. Kakoe 13 npuBeICHHBIX HIDKE YTBEPXKICHUN HAWTYyUYIIINM 00pa30oM OIUCHIBACT (PYHKITUH
TPaHCIIOPTHOTO ypOBHS 3TanoHHoN Moaenu OSI?
* OH noChUTaeT NaHHBIE, HCIIONIb3YS YIIPABIEHUE ITOTOKOM

195. Kakoii ypoBeHb 3tanonHoi mogenu OSI Hammy4imnm obpa3om onuceiBaeT cranaaptel 10BaseT?
» Ouznueckuit

«KOMMYTaLIPISI B JIOKQJIBHBIX CCTAX»

196. J1ns1 uero onTUMHU3UPYETCs] aACUMMETPUIHAS KOMMYTAIHs?

* JlJ1s IOTOKA TaHHBIX CETH B cy4ae, Koraa "ObICTpBIi" MOpT KOMMYTaTopa MOACOSTUHEH K CEPBEPY

197. KakoBo MUHUMAJILHOE BpeMsi, TpeOyeMoe JIjIs epeayu oaHoro Oaita naHHbIX B cetd Ethernet?
» 800 HaHOCEKYH[

198. Kakoil U3 npUBEeICHHBIX HUKE METOJIOB IIMPOKOBEIIAHHS UCIOIB3YETCS EpeIarolel cpe1oit
Ethernet nyis nepenaun v Moy4eHuUs TaHHBIX OT BCEX y3JIOB CETH?
» OpeliMbl TaHHBIX

199. Kommyraropamu Ethernet siBistroTesl. ..
* MoCTBI ¢ HECKOJIBKMMHM MTOPTaMH Ha 2 ypOBHE

200. Ipu KOMMYTAIli¥ KOMMYTATOp TIPOBEPSIET aAPEC MOIYyIaTENS U Cpaszy
HauMHAET OTIPaBKy MaKeTa, a mpu KOMMYTaLlMF KOMMYTaTop moiydaet ppeim
MOJIHOCTBIO NEPEJ MOCIEAYIOMEH €ro OTIPaBKOM.




* CKBO3HOI; ¢ TPOMEXYTOUHBIM XPaHEHUEM

201. IIpoTokon pacupeneaeHHOT0 CBSI3YIOLIEIO AepeBa MO3BOJISET. ..
* HCITIOJIE30BaTh JIONOJHUTEIBHBIC MTYTH, 0€3 OTPHUIIATENBHEIX A3PPEKTOB OT 00pa30BaHMUSI IIETENb

202. Yto U3 IEpEUUCICHHOTO HIKE XapaKTePU3yeT MUKPOCETMEHTAITUIO CETH?
* BrijenieHHbIe TyTH MEXTY XOCTaMH OTIIPABUTEIS U TTOTyqaTest
* Heckonbko myTeil nepejaun JaHHbIX BHYTPH KOMMYTaTOpa

«BupryanpHble TOKaJIbHBIE CETN
203. Kaxxnplif cerMeHT , IOJICOETMHEHHBIN K TIOPTY ,

MOeET OBITh Ha3HAUCH TOJBKO OJTHON BUPTYATLHON CETH.
* Konmentparopa; komMmyTtaTopa

204. KoMMyTaTopsbl, KOTOPBIE SBISIFOTCS KIIFOUEBBIM 2JIEMEHTOM BUPTYaJIbHBIX CETEH, 1al0T BO3MOKHOCTh
BBIIIOJIHUATD CJIEAYIOLIEE:

* BeimonHsATh 00MeH HHpOpMAIIUe MEXy KOMMYTAaTOPaMU H MapUIPYTH3ATOPaMH

* [IpunsaTs pemwienns o GUIBTPALMK U OTIIPaBKe QpeiiMoB

* CrpynmnupoBaTh MOJIb30BATEEH, MOPTHI WIN JIOTHYECKUE apeca B BUPTYAJIbHON CETH

205. TepMuH pacmpseMas MUKPOCETMEHTALMS 03HA4aeT CIEAYIOLIee:
* Bo3MOKHOCTB paciupenusi ceTd 6e3 co3aaHusl KOJTM3HOHHbIX TOMEHOB

206. Yto U3 epeurcIeHHOr0 HUXKe He SBJSIeTCS JOCTONHCTBOM CTaTHYECKOM BUPTYyalbHOM ceTn?
* ABTOMaTH4YeCcKOe OOHOBIICHHE KOH(DUTYPALIH IOPTOB IIPHU AOOABICHUH HOBBIX CTAHIMHA

207. YTo U3 mepeurcIeHHOr0 HIXKe He SBJSIeTCA XapaKTEPHBIM MPU3HAKOM BUPTYaIbHOM ceTn?
* Bce nepeunciieHHbIe OHATUSA SBJISIOTCS XapaKTepPHBIMH NIPU3HAKAMU BUPTYaIbHON CETH

208. Yto 13 nepeyrcIeHHOTO HIKE SIBIISIETCS TTOJIOKUTEIBHBIM PE3YJIbTATOM HUCTIONIB30BaHHS
BUPTYaJIbHOM ceTu?
* OTCyTCTBYET HEOOXOAMMOCTh KOHQUTYPUPOBAHUS KOMMYTaTOPOB

«ITpoexTHupoBaHUE JIOKATBHBIX CETEI»

209. Kakas u3 cieayronmx xapakTepucTik He BepHa 11t 10BaseT?
* MakcumanbHas aymaa — 400 MeTpoB

210. OcHOBHaA LeNb MPOSKTUPOBAHUS KAHATBHOTO YPOBHS — 3TO BBIOOP YCTPOMCTB

, TAKUX KaK MOCTBI MJIM KOMMYTaTOPBI JIOKAJIbHBIX CETEH, UCTIONb3YEMbIX AJIS
COEIMHEHUsI HOCUTeNeH C LIeTTbI0 00Pa30BaHMS CETMEHTOB JIOKAIBHBIX CeTel?
* 2-r0 ypoBHS; 1-r0 ypoBHA

«IIpoexTrpoBaHue JOKAIBHBIX CETEI

211. YTo U3 NepeynciIeHHOr0 HUXE BEPOATHEE BCETO BBI3OBET MEPETPY3KY B CETU?
 loctyn B Internet

* JlocTyn K rinaBHOU 6a3e AaHHBIX

* [Iepenaua rpaduku u Buaeo

212. Yto U3 IepeUnCcICHHOT0 HIKE HE BRI3BIBACT YPE3MEPHOTO MTUPOKOBEIIIAHUS?
* CIMILKOM MHOT'O CETEBBIX CETMEHTOB

213. YUro sBsieTcs MpeuMyIIECTBOM HCIIONb30BAHUS YCTPONUCTB 3-T0 YPOBHS B JIOKAJIHHOM ceTh?
* OHO o0ecreunBaeT JOrMYECKOe CTPYKTYPUPOBAHUE CETH



* OHO MO3BOJISIET PA3/AETATH JOKAIBHYIO CETh Ha YHUKANbHbIE (PH3NUECKre U IOTHIECKHE CETH
* OHO QUIBTPYET NIMPOKOBEIIAHNE U MHOTOAJJPECHBIE PACCHUTKHA KaHAIBHOTO YPOBHS U TIO3BOJISTIOT
MOAKIIOYATHCS K PACTIPEICIICHHBIM CETSIM

«IIpoTtoxoiner mapmpytuzamuu IGRP»

214. MIPOTOKOJIBI MaPUIPYTH3AIHNH OTPEAEIISIOT HAPABICHNE M PACCTOSHUE JI0
J1000ro KaHajla CeTH COBMECTHOI'O MCIIOIb30BaHUs; MIPOTOKOJIBI
MapLIPYTU3aLMU TAKKE HA3bIBAIOTCS IPOTOKOJIAMH BBIOOpA MEPBOTO KpaTyaiiero myTH.

* JIuCTaHIIMOHHO-BEKTOPHBIE; KAHAIBHOTO YPOBHS

215. Kakyro U3 npuBeACHHBIX HIDKE KOMaH]I ClIeAyeT UCIob30BatTh 11t BeiOopa IGRP B kauecTse
MIPOTOKOJIAa MAapIIPYTU3aALUH?
* router igrp

216. OT Kakoro u3 NpUBEIEHHBIX HIKE JEMCTBUI 3aBUCUT YCIIEX JMHAMUYECKON MapIIpyTH3ALNAN?
* [lepromuueckoe BHECEHUE U3MEHEHUI B TAOIHIly MapIIpyTH3aIUH
* [lonneprxkanue TaOIHIBI MAPIIPYTH3ALUT

217. Ilocne onpeaeneHys MyTH, 10 KOTOPOMY CJIEAYET HalpaBUTh HaKeT, KaKoe CIeAyolee JeiCcTBUE
MOJKET BBINOJIHUTH MapIIpyTU3aTOp?
» KommyTanus nakera

218. YUto u3 IepeunCICHHOTO HIKE HE SIBILICTCS TIEPEMEHHOH, HCIoIb3yeMoit mpotokoiaoM IGRP ms
ompeecHIUs 3HaUCHNS KOMOMHIUPOBAHHON METPUKH?
* [Iporokon IGRP ucnone3yeT Bce 3TH BETUUMHEI

«Crmacku ympasienus goctymnoM (ACL)»

219. Kax Ha3bIBalOTCA JOMOTHUTENBHBIC 32 OUTa B TUpEeKTHBE access-list?
* buTte! mabnona

22(. Kakum 006pa3oM MapIIpyTH3aTOp pa3invyaeT CTaHIapTHBIE CIIMCKHU YIPaBJICHHUS JOCTYIIOM H
pacmvpeHHbie?

» CTangapTHEIE CIMICKHU YIIPABICHUS JOCTYTIOM UMEIOT HoMepa oT 1 10 99. Pacmmpennsie criucku
YIpaBIEHHS JOCTYNOM UMeroT Homepa oT 100 mo 199

22]. Kakomy M3 MPUBEACHHBIX HU)KE BHICKA3bIBAHUI SKBUBAJIICHTHO BBITIOIHEHHE
komaHibl Router(config)# access-list 1 156.1.0.0 0.0.255.255?
* "Pa3pemunTs 10CTyH TOJIBKO K MoeH ceTh."

222. Kakyro U3 NPUBEACHHBIX HIKE KOMaH]| CJICAYET UCIIOJb30BaTh ISl TOTO, YTOOBI BBISICHUTD,
YCTaHOBJICHHI JIU Ha JAHHOM HHTepdeiice CIUCKN YIPaBISHUs JOCTYIIOM?
* show ip interface

223. Komanga show access-list ncrionbs3yercs i1t TOTO, 9TOOBI:
* IPOCMOTPETh JUPEKTHUBBI CITUCKA YIIPABICHUS JOCTYIIOM

224. YBepxkaenue: "llpu 3ananun pa3pemieHust Ha JOCTYI B CIIUCKE YIPABICHUS, COIPOBOXKIAEMOM
HEsIBHBIM "0TKa3aTh BceM'', BCEM IIOTOKaM JaHHBIX, KPOME YKa3aHHOTO B IUPEKTUBE permit, Oyzaer
OTKa3aHo B JocTyIme".

* UctunnHo
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