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Pabouyas mporpamma Kypca

«Kypc 20740C: YcraHoBKa, XpaHEeHUE JAHHBIX U
BbiuuciieHus ¢ Windows Server 2016»

J{OMOJIHUTEILHOM MPOTrPpaMMBbI
npogeccuoHaJIbHOH MePenoaroToBKu

«Ceprudpuuuposanusii Cucremubii AgmuaucTpaTop (MCSA:
Windows Server 2016 +CCNA)»

ropox Mockaa



[Tporpamma pa3zpaboTaHa B COOTBETCTBHU C IpHKa3oM MuHHCTepCTBa 0Opa3oBaHUS U
Hayku Poccuiickoit @eneparun ot 1 wmrons 2013 r. N 499 "OO6 yrBepxaenun Ilopsinka
OpraHu3allil M OCYILECTBJIEHUS 00pa30BaTEeIbHOM JEATEIBHOCTH IO JONOJHUTEIbHBIM
npodeccuOHaTBLHBIM MporpaMmmam’.

[ToBbiieHne KBaJM(UKAUU ~ CIOyHIaTeNed, OCYLIECTBISIEMOE B COOTBETCTBUU C
POTPaMMOii, MPOBOAUTCS C UCIOJB30BAHUEM MOAYJIBHOTO TPHUHIMIIA MOCTPOSHHUS y4eOHOTro
IUIaHa ¢ IPUMEHEHUEM Pa3INYHbIX 00pa30BaTEeIbHBIX TEXHOJIOT UM, B TOM YHCIIE AUCTAaHIIMOHHBIX
00pa30BaTEeNbHBIX TEXHOJIOTHI U 3JIEKTPOHHOTO O0YYEHHS B COOTBETCTBUU C 3aKOHOAATEIHCTBOM
00 00pa3oBaHUM.

JlononHuTtenbHas  OpodeccHOoHanbHAas  NporpaMMa  IOBBINICHHS — KBalM(UKaLWH,
pa3paboraHa o00pa3oBaTENbHONW OpraHM3alueil B COOTBETCTBUM C 3aKOHOJATEIbCTBOM
Poccuiickoit @enepannu, BKIIOYAET BCE MOAYIH, YKa3aHHbIE B y4eOHOM IUTaHE.

CopneprkaHye OLEHOYHBIX M METOAMYECKMX MaTepHalIOB OIpenenseTcss 00pa3oBaTeIbHON
OpraHu3aleil caMOCTOATENBHO C YYETOM IOJOXEHHH 3aKOHOAaTenbcTBa 00 0Opa3oBaHUH
Poccuiickoit deneparumu.

CtpykTypa  JONOJHHUTENbHONH  MPO(GECCHOHATBHOW  MPOrpaMMBbl  COOTBETCTBYET
TpeboBanusaM [lopsaka opraHu3alMM M OCYIIECTBIECHUS 00pa30BaTEIbHON IESATEIBLHOCTH IO
JIOTIOJTHUTEIBHBIM MPO(EeCcCHOHATBHBIM MPOrpaMMaM, YTBEPKIESHHOTO NMpHKa3oM MuHOOpHAyKH
Poccunm ot 1 nrons 2013 r. N 499.

O0beM JIOMOJIHUTENBHOM TNPO(ECCHOHANBHOM MpOorpaMMbl BHE 3aBHCHUMOCTH  OT
IIPUMEHSAEMbIX 00pa30BaTeIbHBIX TEXHOIOTUH, JOIKEH ObITh HE MEHee 16 akaleMHUUECKUX YacoB.
Cpoku ee 0OCBOEHUS ONPEEIIAIOTCS 00pa3oBaTeIbHON OpraHu3aeld CaMoCTOSTENbHO.

®opMbl  00yueHHs ciuymarteneid (o4yHas, OYHO-3a04YHas, 3a04YHAasl) OIMPEICISIOTCS
00pa30BaTeNbHON OpraHu3aIlue CaMOCTOATENIBHO.

K ocBoeHMIO 1OTIOIHUTENBHBIX TPOPECCHOHATBHBIX IPOrPaMM JOMYCKAIOTCA:

- U113, UMEIOIIe cpeaHee MpodecCHOHATbHOE U (MIIK) BBICIIEE 00pa30BaHUE;

- JIMIIa, TIOTyJarolue cpeaaee npodeccuoHanbHoe U (M) BhICIiee 0Opa30BaHUE.

Jns  ompeneneHust CTPYKTYPbl JOMOJHUTEIBHONH MNpOo(hecCHOHAIBHOW MpPOrpaMMbl U
TPYAOEMKOCTH €€ OCBOCHHS MOXKET IPUMEHSTHhCA CHUCTEMa 3aueTHbIX equHML. KonmdecTBo
3aYETHBIX EAWHUI] IO JOMOJIHUTEIHHONH NpO(ecCHOHANBHOM MporpaMMme YyCTaHaBIMBACTCS
OpraHu3aIuen.

OOpa3zoBarenbHasl JEATENBHOCTh CIyHIaTelned TNpeaycMaTpUBaeT CIEAYIOIINE BHJIBI
YUEOHBIX 3aHATUM M y4eOHbIX paloT: JEKIUM, NPAKTUYECKHE U CEMUHApCKHUE 3aHATHS,
nabopaTopHble pabOThI, KPYTJIbIE CTOJBI, MACTEP-KIACcChl, MACTEPCKUE, ACTOBBIC UTPHI, POJIEBbIC
UTpBl, TPEHUHIH, CEMUHApbl IO OOMEHY OIBITOM, BBIE3/IHbIE 3aHATUS, KOHCYJIbTALH,
BBINIOJIHEHUE AaTTECTAI[MOHHOW, IUIUIOMHOHM, MPOEKTHOW pabOThl M Jpyrue BHUABI Y4E€OHBIX
3aHATUN U Y4EOHBIX pabOT, ONpECIICHHBIC YUeOHBIM TUIAHOM.

Annotanus. Kypc npegnasznaden B mepByro oudepend st UT-cnenuanucroB, KOTOpbIe
UMEIOT HEKOTOPBINA ombIT paboThl ¢ Windows Server u OyayT paborats ¢ padotats ¢ Windows
Server, KOTOpbIM HMHTEPECHBI aCIEKThl PEAM3allMd CHUCTEM XPAHCHHS W BBIYHCIUTEIHHBIE
TexHoyioruu peanu3oBanHbie B Windows Server 2016. DToT Kypc MOMOXXeT OOHOBHUTH 3HAHUS U
HaBBIKM, CBS3aHHBIEC C OpraHM3anueil cucreM XxpaHeHus u Berancienuit B Windows Server 2016.
AyauTopus Kypca BKIrOYaeT atMUuHUCTpaTopoB Windows Server, KOTOpbIE XOTST y3HATh OOJIbIIIE
0 XpaHEHWH JaHHBIX U ocoOeHHOCTsAX BhruucieHuii B Windows Server 2016, U T-cnierinanucros,
KOTOpBIE XOTST NMOJIy4IuTh 3HaHHUS 0 Windows Server, ocoOeHHO 00 OpraHM3aIliy XPaHWIHII U O
BBIUMCIUTENBHBIX TexHoMorusx B Windows Server 2016, UT-cenuaancToB, TOTOBSIINXCS K
cnade cepTudukanroHHoro 3k3amena Microsoft 70-740: Installation, Storage and Compute with
Windows Server 2016.



1. eas mporpammsi:
B PE3YILTATC MPOXOKACHUA OGY‘{CHI/I}I CJIymIaTejib IMOJYYUT 3HAHHUA U HABBIKHU, CBA3AHHBIC C
opraHu3areit cucteM xpanenus u BeraucieHuii B Windows Server 2016.
1.1. IlnanupyeMblii pe3yJabTaT 00y4eHHUs:

Jluma, ycmemiHO OCBOMBIIME TMpOrpamMMy, JOJDKHBI — OBJAJETh  CIEAYIOIIUMU
KOMITETCHIIUSIMU:

CoBeplieHCTBYeMble KOMIIETEHIIMHU
Ne Kommerenims Hanpasnenne nmoaroToBku

®EJEPANBHOIO
rOCYOAPCTBEHHOIO
OBPABOBATEJIBHOIO
CTAHOAPTA
BbICLLUEIO
OBPA3OBAHWA MO
HAMPABJIEHUIO
NnoaroToBKM 09.03.02
NHO®OPMALINOHHbIE
CNCTEMbI N
TEXHOJIOM'MU (YPOBEHb
BAKATNTIABPUATA)

Kon xomnerennuu

Tpynossbie pynxuuu: F 01/7-05.7 Bunsl mpodeccuonanbHoi
AesITeJTbHOCTH:
NPOU3BOJCTBEHHO-
TEXHOJIOTMYECKAS:
IK-17
MOHTaKHO-
HaJag04Has:
[IK-28, I1K-37
CEpPBUCHO-
JKCIUTyaTaliOHHAas:
[1K-30, I1K-31, TIK-32

CoBepuieHCTBYeMble KOMIIETEHIIMM B COOTBETCTBHM € TPYAOBBIMH (PMKIUAMH
npo¢ecCHOHATBHOI0 CcTaHaapTa «CucTeMHbIH aJIMUHHCTPATOP MH(OPMALTMOHHO-
KOMMYHHKaIMOHHBIX cucteM" (I[Ipuka3z MuHHcTepcTBa Tpyna M counanbHON 3amuThl PO oT 5 okTs0ps
2015r. N 684n "OO6 yTBep)aeHHMH NOpoQeccHoHANBHOrO craHaapra "CHUCTeMHBIH aIMHHUCTPATOp
HHGOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX CUCTEM").

Ne KoMmnereniusa Hanpasnenne noarotoBku

OTD [MTPO®ECCHUOHAJILHBIN CTAHJIAPT

«CucteMHBIN aAMUHUCTPATOP
WH(GOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX

CHCTEM»
TpynoBsie GyHKIIH (KON)
1 F- AMUHUCTPUPOBAHNC cucremuoro | F 01/7 YcraHoBKa CHCTEMHOTO
MPOrPaMMHOTO 00eCTICUeHHUS MPOrPaMMHOTO 00ECTICUeHUS
MH()OKOMMYHHUKAITMOHHOW CUCTEMBI F 02/7 Onrumusarus paboThl AUCKOBOM

OpraHu3alun MTOACUCTEMBI (TIOJICUCTEMBI




BBOJIa-BBIBOJIA)

F 03/7 AnmunuctpupoBanue GpaiioBbIX
CHUCTEM

F 04/7 OueHka KpUTHYHOCTH BOSHUKHOBEHUS
WHIUICHTOB JIUISI CHCTEMHOTO
MIPOTPaAMMHOTO 00ECTICUCHHUS

F 05/7 Peanu3zauus pernamMeHTOB
obecrieueHrs UHPOPMAITHOHHON
0€30MacHOCTH CHCTEMHOIO
MIPOTPaAMMHOTO 00ECTICUECHHUS
MH(POKOMMYHHUKAITUOHHOW CUCTEMBI
OpTraHHU3alHN

IlnanupyemMblid pe3yabTaT 00y4eHHs :

Hnua, YCIICHIHO OCBOMBIIUC PpOTpaMMy, JOJIZKHBI OBJIAJICTh CICAYOIIUMHA KOMIICTCHIUAMMU
OopraHu3aIys CUCTEM XpaHeHus u Beruuciennii B Windows Server 2016.

IHociie okonuanus o0ydenusi Caymaresb OyaeT 3HATh, KaK:
® XpaHCHUHU JIAHHBIX U 0COOEHHOCTAX BhunciaeHnid B Windows Server 2016

e yIpaBIIEHUE CUCTEMOM XpaHEHHS W BEIYUCIUTCILHBIMHU OMEPAIIUSAMHE C TIOMOIIBIO
Windows Server 2016

ITocae okonuanus o0yuennss Ciaymaresb OyeT yMeThb:

» [loxaroroButs u npoussectu ycraHoBKy Nano Server u Server Core, a Takxke
IUTAHUPOBATH MPOLIETYPy OOHOBJICHUS CepBepa U CTPATETHIO0 MUTPALIUN CEPBEPHBIX
ponen.

* OnuceIBaTh pa3IUYHbIC BAPUAHTHI XPAHUIIUIIL, B TOM YKciie popMaThl TaOIULL pa3AesioB,
0a30Bble U IMHAMHYECKUE TUCKH, (DaiiIoBbIe CHCTEMBI BUPTYaJIbHBIX KECTKHUX JUCKOB U
anmnapaTHbIe CPe/ICTBA, a TAK)Ke 00BACHUTD, KaK YIPaBJIATh TUCKAMHU U TOMaMHU.

»  OnuceIBaTh PENICHUS IS XPAHCHUS JAaHHBIX MPEANPUSATHS U BBIOPATh MOIXOAIICE
pelieHue.

» [IpousBoanTh BHEAPEHUE U YIIPABIECHUE IPOCTPAHCTBAMYU XPAHEHUS U JeAYIUIMKALUE
JAHHBIX.

» [lpousBoauTh yCTaHOBKY U HacTpoiiky Microsoft Hyper-V.

» [IpousBoauTh pa3BepTHIBAHKE, HACTPONKY M yIIpaBieHHEe KoHTeliHepamu Windows u
Hyper-V.

» [loHMMaTh TEXHOJOTUU MOBBIIIEHHON TOCTYITHOCTH U aBapUHHOTO BOCCTAHOBIICHUS B
Windows Server 2016.

» [Ipou3BoaWTH IUIAHUPOBAHKE, CO3/IaHUE U YIIPABJICHNE OTKa30yCTOMYUBBIM KIaCTEPOM.

* BHegpuTh 0TKa30yCTOMYMBYIO KJIACTEPU3ALMIO Ul BUPTyalbHbIX MamuH Hyper-V.

* HactpouTts kiacrep ¢ 6amancupoBkoi ceteBoit Harpy3ku (NLB), a Taxke miaHupoBaTh
peanusauuio NLB.

» Co3naBath U yIpaBisiTh pa3BepThIBaHHEM 00Pa30B.

*  OcCylIecTBIATh YIPABICHUE, MOHUTOPUHT U MOAAECPKKY MHCTAUIALMI BUPTYaTIbHbIX
MaIIiH

TpeGoBanus k nNpeABapuUTeIbHON MOAT0TOBKeE:

* ba3oBoe noHNMMaHKE OCHOB ceTeN

* (Oco3HaHue U TOHUMaHUE TIEPEIOBOI MPAKTUKH 0€30MMacCHOCTH
» [Tlonumanue ¢pyHIaMeHTaNbHBIX TOHATHIH AD DS

» bazoBble 3HaHUs cepBEPHOT0 00OPYIOBAHUS



OMnBIT MOAEPKKU ¥ KOHPUTYPHUPOBAHHS KIMCHTCKHUX ONEPAIlMOHHBIX cucTteM Windows,
takux kak Windows 8 wiu Windows 10

2. Y4eOHBIN IJIAH:

Cpok o0ydyeHusi: 52 aKkaJeMHUYECKHUX YaCOB,

pernoaaBaTeiemM.
CamocTosiTeJIbHbIE 3aHATHSA: TIpeycMoTpeHs! (12 gac.).
®opma oO0ydeHHUsI: OYHAs, OYHO-3a04Has, 3ao4Has. [lo ’xemaHuto cimymatens ¢opma
00ydeHUsT MOKET ObITh U3MEHEHA /WM JIOTIOJIHEHA.
Pexum 3aHATHH: THEBHOW, BEUEPHUH, TPYIIIIBI BBIXOJIHOIO JTHS.

B ToM uwncie 40 ayguTOpHBIX C

Ne Oo6mas B tom uucne CPC | ®op
n/n Tpymoe ayJMTOPHBIX MBI
. MKocTh | Beero | Jlexn | ITpakt TA!
HaumenoBanue monyieit N
(akan. ui NYECK
110 IIporpamMmme
4acoB) ux
3aHAT
5051
1 JIabo
Monyns 1. YcTanoBka, OOHOBJIECHUE U parop
1 | murpauuss cepBepoB U  paboyMx 5 4 2 2 Hast
Harpy3oK pabor
a
1 Jlabo
Monyne 2. HacTpoiika TOKaIbHOTO parop
2 Ay p 4 3 1 2 Has
XpaHUJIHIIA pator
a
1 JIabo
Monynp 3. Peanm3anus XpaHwinina parop
3 Ay HHA Xp H 4 3 1 2 was
KOPIIOPATHBHOTO YPOBHS pabor
a
1 Jlabo
Monayns 4. Peamusanms —Storage patop
4 N Data Dedunlicati 5 4 2 2 Hast
paces u Data Deduplication pabor
a
1 Jla6o
Monyns 5. YcTaHOBKAa M HAcTpoOiKa parop
5 H v 4 3 1 2 Hast
yper-V U BUPTyaIbHBIX MaIliH pator
a
1 JIabo
Monyne 6. PasBeprbiBanme parop
6 oY N P 4 3 1 2 Has
yIpaBJeHNE KOHTeHHEepaMu pabot
a
. 1 Jlabo
Monymns 7. O030p  BBICOKOU patop
7 | IOCTyIHOCTH u aBapUITHOTO 4 3 1 2 Hast
BOCCTaHOBJICHUA pabot
a
JIa6o
Monayis 8. Peamusamnms 1
8 Y. o . H 6 5 2 3 paTop
OTKa30yCTOMYHMBOM KJIaCTEPU3AI[HH s
' TA — Tekymas arrecranus




pabor

a
1 JIa6o
Monayns 0. Peanuzanus patop

9 | OTKa30yCTOMYMBOM KJIACTEPU3ALUU C 4 3 1 2 Hast
Windows Server 2016 Hyper-V padort

a
1 JIabo
paTop

10 E/Ioz(xiy]gbl IO: Peammsammma Network 3 ) 1 1 s
oad Balancing pator

a
1 JIa6o
Monyne 11. Co3ganue 00pa3oB u patop

11 | ynpaBnenue pa3BepTHIBAHUEM 3 2 1 1 Hasi
00pa3oB pabor

a
1 Jlabo
Monayns 12. Yupasnenue, patop

12 | MOHUTOPHUHT u MOJIJIEPIKKA 6 5 2 3 Hasi
WHCTAJULIUI BUPTYaJIbHBIX MAILIUH pador

a

Hroro: 52 40 16 24 12
IIpomexyrounas aTTecTanus TecTupoBaHKe/BHIIOIHEHNE 3a1aHUS

JIns  Bcex BHUIOOB AYyJIUTOPHBIX

MPOAOJIKUTEIIBHOCTBIO 45 MUHYT.
KonnyecTBo ayTUTOPHBIX 3aHATHIA MPU OYHO-3a04HOM (hopme oOyueHHs coctaBiser 20-

25% ot 001IEro KOIUYECTBA YaCOB.
®opwma [IpomexxyTrounoit artectanuu — cM. B JIHA «Jlonoxenne o npoBeeHNH MPOMEKYTOUHOM
aTTeCTallMy CIyLIaTeNell U OCyLECTBICHUU TEKYIIEro KOHTPOJIS UX ycIeBaeMocTi» 11.3.3.

3aHATUM aKaJEeMUYECKUM 4Yac YCTAHABJIUBACTCS

Kanennapusbiii yueOnblii rpaguk

Kanennapusiii yueOHbIN rpaduk GopMupyercs npu OCYIIECTBICHUN 00YUYEHUSI B TCUCHUE
BCEro KajeHgapHoro roxa. Ilo mepe HaGopa rpynm ciaymiateneil Mo mporpaMme COCTaBIISETCS
KaJICHJapHBIN Tpa(uK, yYUTHIBAIOIINNA 00bEMBI JIGKIIUN, TPAKTHKH, CAMOIIOJATOTOBKH, BBIE3/Ibl HA

O0OBEKTHI.
Henens 1 ) 3 4 5 6 7 Htoro
oOydeHus 4acoB
TH BT cp qT T cO BC
1 Henens 4 4 - - - - - 8
CPC 1 1 - - - - - 2
2 Henens 4 4 - - - - - 8
CPC 1 1 - - - - - 2
3 Henens 4 4 - - - - - 8
CPC 1 1 - - - - - 2
4 nenens 4 4 - - - - - 8
CPC 1 1 - - - - - 2
5 Henmend 4 4TTA - - - - - 8
CPC 2 2 - - - - - 4
Hroro: 26 26 - - - - - 52




4. PaGo4yune nporpaMmbl y4eOHbIX NPEAMETOB

Moayasb 1. YcranoBka, 00HOBJIEHHE U MUTPALMS CEPBEPOB U PA00YHUX HATPY30K

= Bsenenune 8 Windows Server 2016

» TloaroroBka u ycranoBka Nano Server u Server Core

» [loaroroBka k OOHOBICHUIO U MUTPALUU

*  Murpanus cepBepHBIX poJiei U paboYNX HArpy30K

=  Mozuenu aktuBanmu Windows Server

» JlabGopaTopnasi paGora: YcraHoBKa U HacTpoiika Nano Server
» Baeapenue Nano Server

* BrinonHeHue nociaeycTaHOBOYHBIX 3a1a4 B Nano Server

* Hcnosp30BaHKue JUCTAHIMOHHOTO YIIPABICHUS

Mopnyas 2 . HacTpoiika J10KaJbHOI0 XpAaHHJIHIIA

*  Vnpasnenne nuckamu B Windows Server 2016
* Vmnpasnenue romamu B Windows Server 2016
» JlabopaTopHasi paGora: YnpasjeHue nuckamu u Tomamu B Windows Server 2016

Mopayas 3 . Peaqu3anus XpaHHIHIIA KOPIIOPATHBHOIO YPOBHS

* O030p HENOCPEICTBEHHO MOAKIIOYEHHOr0 XpaHwmia, NAS u SAN xpaHuiuil

» Cpasuenue texnosoruit Fibre Channel, iSCSI u FCoE

= [lonmmanwme iSNS, data centre bridging u MPIO

» Hacrpoiika o6mero nocryma B Windows Server 2016

» JlabGopaTopnasi padora: Il1aHupoBaHHMe M HACTPOIIKA TEXHOJIOTHI U KOMIIOHEHTOB
peleHHI XpaHeHHUs! JaHHBIX

Mopnyas 4 . Peasm3anus Storage Spaces n Data Deduplication

» Peanmuszanus Storage Spaces

» VYmpasnenue Storage Spaces

» JlabGopaTopnasi paGora: Peasmmzanms Storage Spaces

»  Peammszanus Data Deduplication

» JlabGopaTopnas padora: Peanu3zanus Data Deduplication

Monayasb S . YeranoBka u HacTpoiika Hyper-V u BUpTyaibHbIX MAIIMH

= O0630p Hyper-V

* VYcranoska Hyper-V

» Hacrpoiika xpanununia Ha xoctax Hyper-V

» Hacrpolika cetu Ha xoctax Hyper-V

» Hacrpoiika BupTyansHbix MamuH B Hyper-V

* VYmnpasieHHe BUPTyalbHbIMU MalnHamu B Hyper-V

Monayab 6 . PazBepTbhiBaHHE M yIIPaBJIeHHEe KOHTeliHEpaMu

= 00630p kouTeitHepu3zanuu B Windows Server 2016

» [loaroroBka K KOHTEMHEPU3ALMU

* VYcraHOBKa, HACTPOWKA U YIpaBJeHHE KOHTeHHepamu ¢ ioMonrsio Docker
» JlabopaTopHasi paboTa: YCTaHOBKA M HACTPOIKA KOHTEHHEPOB

Mopnyas 7 . O630p BbICOKOI JOCTYITHOCTH M aBAPUITHOT0 BOCCTAHOBJICHHUS



OnpeneneHre ypoBHEW JOCTYITHOCTH

[InaHupoBaHue PELICHUH 110 BEICOKOM TOCTYIIHOCTA U aBAPUWHOI'O BOCCTAHOBJICHUS
JlaGoparopHas padora: [lnannpoBaHue u peajnu3anus pemieHUd M0 BbICOKOI
AOCTYIMHOCTH ¥ aBAPHITHOT0 BOCCTAHOBJICHHSA

PezepBHOE KOomMpoBaHKe u BoccTaHoBiIeHHEe cucteMbl Windows Server 2016 u maHHBIX
¢ nomouibto Windows Server Backup

Bricokast TOCTYyIMHOCTh U O0TKa30ycToiumBas kiacrepusamnus B Windows Server 2016

Mopnyas 8 . Peasm3zanus 0TKa30yCcTOHYNBOM KJIacTepu3anuu

[InanupoBaHue 0TKAa30yCTOMYMBOIO Ki1acTepa

Co3aHne U HaCTPOMKa 0TKa30yCTOMYMBOIO KjacTepa

ITogneprkka 0TKa30yCTOMYUBOIO KilacTepa

YcTpaHeHHe HenosagoK B padoTe 0TKa30yCTOMYUBOIO KiacTepa

Peanu3anus BBICOKOM AOCTYITHOCTH CaliTa C paCIpeNeIEHHON KiIacTepU3aluen
JlaGoparopnas padora: Peanu3anusi 0TKa30yCcTOMYMBOIro Kjacrepa
JlabopaTopHasi paGora: YnpasjeHHe 0TKa30yCTOHYMBBIM KJIACTEPOM

Monayasb 9 . Peanu3zauus orkazoycroiyuBoii kiaacrepuzanuu ¢ Windows Server 2016
Hyper-V

0630p unTerparnuu Hyper-V B Windows Server 2016 ¢ 0Tka30ycTOMYUBOM
KJIacTepU3aLuein

Peanu3zanus u nogaep:kka BUpTyalnbHbIX MainH Hyper-V B oTka3zoycTolunBOM
KJIacTepe

OCHOBHBIE BO3MOXHOCTH BUPTYaJIbHBIX MAILIMH B CPEAE OTKA30yCTOMYMBOTO KJlacTepa
JlabopaTopHas padora: Peanu3anusi 0TKa30yCTONYNBOM KJIACTePU3ALUM s
Hyper-V

Mopnyas 10 . Peanusanus Network Load Balancing

0O630p NLB knacrepa

Hacrtpoiika NLB knactepa

[Inanuposanue u peanusanus NLB kiacrepa
Jlaboparopnas padora: Peanusanus NLB kiacrepa

Mopnyas 11 . Cozpanue 00pa3oB U ynpap/ieHHe pa3BepTbiBaHHEeM 00pa3oB

BBenenue B pa3BepThiBaHUE 00pa30B

Coznanue u ynpaBjieHHE pa3BepThiBaHHEM 00pa3oB ¢ nmomoiipio MDT

Cpena BUPTyanbHBIX MAIIMH I Pa3IHYHBIXPA00UNX HATPY30K

JlaGoparopnas padora: Ucnoab3zoBanue MDT nis pazseprbiBanust Windows
Server 2016

Monayasb 12 . YnpasiieHue, MOHUTOPUHT W MOJAEPKKA MHCTAISAIMUNA BUPTYAJIbHBIX
MaIlnH

O0630p u onuuu passeprbiBanusg WSUS

[Ipouecc ynpasnenus oonosnenusimu ¢ WSUS
0630p PowerShell DSC

0630p cpencts monutopurra Windows Server 2016
Ncnonb3oBanue Performance Monitor
Ucnonp3oBanue Event Logs



» JlabopaTopHas padora: Peasuzauus WSUS and deploying updates
» JlabGopaTopHasi paGora: MOHNTOPHMHI H YCTPAHEHHE HEMOJIA10K B padore
Windows Server 2016

5. OpraHu3alMOHHO-NEAATOTHYeCKUE YCI0BUSA

CobOmonenne TpeOOBaHUN K KaJIpOBBIM YCIOBUSM peaTH3alliu  JTOMOTHUTEIHHOM
npodeccuoHaNbHOM MPOrpaMMBI:
a) TpemnojaBaTelIbCKH  CcOCTaB  00pa3oBaTeNbHOW  OpraHM3alMH, OOECIeUHBAIOIINI
00pa3oBaTenbHBIA TpoIecc, 00JIalaeT BBICIIMM OOpa30BaHMEM M CTXKEM MPENOJaBaHUS I10
U3ydaeMoil TemaThke He MeHee | roga W (WiIM) mpakTU4ecKod paboThl B 00JACTSX 3HAHMIA,
MPEelyCMOTPEHHBIX MOAYJISIMU NPOTPaMMBbI, HE MeHee 3 (Tpex) JIeT;
0) oOpaszoBaTeNbHON OpraHW3alUel HapsAay C TPAAUIHOHHBIMU JIEKIIMOHHO-CEMHHAPCKUMU
3aHATUSAMU TPUMEHSIOTCS COBpeMeHHble dS((EeKTUBHbIE METOAMKH MPENoJaBaHUi C
MPUMEHEHUEM MHTEPAKTUBHEBIX ()OpM OOyUYEHUS, ayIHOBU3YAIBHBIX CPENICTB, HHPOPMAIIHOHHO-
TEJIEeKOMMYHUKALMOHHBIX PECYPCOB U HATJIAIHBIX YYEOHBIX TOCOOUH.

Cobmnronenne TpeOOBaHMN K MaTepHAIbHO-TEXHHMUYECKOMY U y4eOHO-METOJHMUYECKOMY
00€eCIIeueHUIO TOTIOTHUTEIbHON PO ECCHOHAIBHON TTPOTPaMMBI:
a) oOpazoBaTenbHast OpPraHU3aIUs pacIoyiaraeT HeoOX0AUMOM MaTepraIbHO-TEXHUUECKON 0a30ii,
BKJIIOYasi COBPEMEHHBIC ayIuTOpUHU, OHOIMOTEKY, ayIuOBH3yallbHbIE CpEICTBAa OOYUYEHHS,
MYyJIBTUMEANHHYIO anmnaparypy, OprTeXHHUKY, KOMUPOBAIbHBIC ammapaTel. MarepuanbHas 0a3a
COOTBETCTBYET CAaHMTAPHBIM M TEXHUUYECKUM HOpPMaM U MpaBujaM U oOecreunBaeT MpoBeIeHNE
BCEX BHUJOB MPAKTUYECKOW M JMCHUILIMHAPHOW MOIATOTOBKHU CIIyIIATeNeH, MPeayCMOTPEHHBIX
y4eOHBIM TIJIAHOM peaTu3yeMOU TOMOHUTEIBHON PO ECCHOHAIBHON TTPOTPaAMMBI.
0) B cinyyae NPHUMEHEHHUS OJJICKTPOHHOTO OOYYEHHS, TUCTAHIIMOHHBIX 00pa30oBaTENbHBIX
TEXHOJIOTHI KaKIbI OOydYaromIIMiicsi B TEUEHHWE BCEro mepuoaa oOydeHuss oOecreuynBaeTCs
WHAWBUAYAIIbHBIM ~ HEOTPAaHWYEHHBIM  JOCTYMOM K  DJJEKTPOHHOW  HMH(OPMAIMOHHO-
o0Opa3oBaTenbHOIl cpele, colepkalleil Bce JJIeKTPOHHBIE 00pa3oBaTelbHBIE PECYPCHI,
MIEPEYUCIICHHBIC B MOAYJISX OMOTHATEIHHON MPo(dhecCHOHATEHOM MPOTrpaMMBl.

6. dPopMbI aTTECTALIMM M OLICHOYHbIE MATEPHAJIbI

OOpa3oBarenbHasi OpraHU3alUsi HECET OTBETCTBEHHOCTh 3a KauecTBO IOATOTOBKH
cIIymaTenei u peaqu3aluio JOMOJHUTEIbHON PO ecCnOHaIBLHON MPOrpaMMbl B IOJTHOM 00beMe
B COOTBETCTBUU C YU€OHBIM IIJIAHOM.

OrneHka KauecTBa OCBOCHHMSI CIYIIATENISIMH MPOrpaMMbl Kypca BKJIIOUAET TEKYIUN KOHTPOJIb
YCIIEBAEMOCTHU U TPOMEKYTOUHYIO aTTECTALHUIO.

Texymas arrecrauusi npoBoautTcss B (opme, mnpemycmorpeHHoi JIHA «IlonoxeHne o
MPOBEJICHUM TIPOMEXKYTOYHOM aTTecTallMy Ciylmareaed M OCYHIECTBICHUH TEKYIIEr0 KOHTPOJS HX
ycmeBaemMocTi» 11.3.3. W ompeznensiercss npenonasareneM Kypca. K IpOMexyTOuHOH arTecTanuu
JIOTMYCKAIOTCS CITYIIATENIH, BHIITOJIHUBIINE BCE BUJIBI TEKYILEH aTTECTALIMH, IPEAYCMOTPEHHBIE B
HACTOALLIEH mporpaMMme.

Cnymarenu, yCHnemitHo OCBOMBIIME NPOrpaMMy Kypca M IPOLIEAIINE ITPOMEKYTOUHYIO
aTTECTAIMIO, MTOJIyYaloT YOCTOBEPEHHE O TOBBIIICHUH KBATU(UKALIUH, a TAKXKe JTOIYCKAIOTCS K
OCBOCHHIO CIEAYIOIIETO Kypca, BXOJANIETO B COCTaB aUIUIOMHOM miporpammbr  (JITTIT
TIOJTOTOBKH).

CnymarensMm, HE MPOMIEAIIMM MPOMEXKYTOYHOW AaTTECTallMM WM IOJYYMBIIUM Ha
IIPOMEXKYTOUHOM aTTeCTalluy HEYOBIETBOPUTEIbHBIEC PE3YIBTAThI, & TAKXKE JIMLIAM, OCBOUBILIUM
4acTh Kypca W (WJIM) OTYMCIICHHBIC W3 OOpa30BaTEIIbHOM OpraHW3aIliH, BBIJACTCS CIpaBKa 00
o0yyeHMM WM O Tepuoje oO0ydeHus Mo oOpasily, CaMOCTOSTEILHO YCTaHABIMBACMOMY
00pasoBaTenbHON OpraHu3aIuei.



K wurorosoit arrectanuu no I mepenoaroTroBku AOMYCKAaOTCA TOJBKO T€ CIYIIATEIH,
KOTOpbIE CAAJIM TPOMEKYTOUHYIO aTTECTALIUIO 0 BCEM KypcaM (BKIJIIOYasi JaHHBIN ), BXOJISAIUM B
nurmoMHyro iporpammy (I mepemoaroroBkm).

[TpomMexyTouHas aTTeCTalys MPOBOIUTCS 1O (hOpME BBIMIOTHEHHS 3a/IaHUSI B COOTBETCTBUU C
yueOHBIM IJIaHOM. Pe3ynbTaThl MPOMEKYTOYHON aTTECTAllMM 3aHOCSTCS B COOTBETCTBYIOIKE
JOKYMEHTHI. Pe3ynbTaTsl mpoMexyTouHoM atTecTanuu ciaymareneit A1 BeicTaBisroTCs 1o AByX
OaybHOM MIKaJle («3aUTEHO»/ «HE 3auTEHO»). «3a4YTEHO» BBICTABISETCSA, €CJIHM CIyIIaTelhb

HaOupaet He MeHee 70% 6autoB (MIPaBUIBHBIX OTBETOB W/WJIH BHIMOJIHEHHBIX 3a/IaHHH).

Tekyinag arrecranus:

IIpakTnyeckasi padbora (BbIIOJHEHUE 3a1aHUI):

Non/n Temamuka npakmuuecko2o 3aHAmu Dopma 114
Monyns 1. Jlaboparopnast pabota: YcraHoBka W HacTpoiika Nano | JlaGoparopHas
Server pabota
Monyns 2. Jlaboparopnast paboTa: YnpaBieHue AUCKaMud U Tomamu B | JlaGoparopHas
Windows Server 2016 pabota
Monyns 3. Jlaboparopnast pabota: IlmanupoBanme u Hactpoiika | JlaboparopHas
TEXHOJIOTUH ¥ KOMIIOHEHTOB PEIICHUN XpaHeHHs TaHHBIX | paboTa
Monyns 4. Jlaboparopnast pabota: Peamusamus Storage Spaces | JlaGoparopHas
JlaGopatopHnas padora: Peanuzammst Data Deduplication pabota
Monyse 5. VYcranoBka u HacTpoiika Hyper-V u BUpPTyalIbHBIX MaIlIH ;I;gsfaamp Had
Monyns 6. Jlaboparopnast  pabGota: YcTaHOBKa ®  HacTpoiika | JlaboparopHas
KOHTEIHEPOB pabota
Monyisb 7. JlaGopatopnass pabota: IlmanupoBanme u peanuszanus | JlabopatopHas
pereHuit 1o BBICOKOM JIOCTYITHOCTH W aBapUUHOTO | paboTta
BOCCTAHOBJICHHS
Monyns 8. Jlaboparopnast pabora: Peamuzarus otkazoyctoitunBoro | JlaboparopHas
KJ1acTepa pabora
Jlaboparopnast pabota: YmpaBieHHE OTKa30yCTOMYHUBBHIM
KJIaCTEPOM
Monyns 9. Jlaboparopnast pabota: Peanmuzamus oTkazoycTtoiumBoii | JlaboparopHas
Kiacrepusauuu aus Hyper-V pabota
Monyse 10. Jlaboparopuas padota: Peanuzamust NLB knactepa ;I;gsfaamp Hat
Mopyns 11. | Jlabopatopnas pabora: Hcmomp3zoBanne MDT  nmns | JlaGopaTopHas
paszBeptheiBanuss Windows Server 2016 pabota
Monyns 12. | JlabopaTopHas pabota: Peanmuzamus WSUS and deploying | JlaGopaTopHas
updates pabora
Jlaboparopnast pabGota: MOHUTOPUHT U YCTpaHCHHE
Henonaaok B padbore Windows Server 2016

IIpoMeKVTOUYHAA aTTEeCTAIIUSA O KYPCY (BLIITOJIHEHNUE 3a1aHMsT):

I[IpoMe:kyToUuHAsE aTTECTAIMS IPOBOJUTCS B (POPME BBHITIOTHEHUS 3aIaHHUS.

PesynpraThl aTTeCcTAMM COyIIaTENel BHICTABIIAIOTCS O IBYX OaIbHOM HIKale («3aYTeHO\He
3a4TeHO»). MTOoroBast arTecralys CUMTACTCS TNPONHACHHOH («3a4TEHO»), €CIH CIyIIaTelb
BBITIOJIHWJI BCE J1abopaTopHble paboOThl M UTOroBoe 3amaHue (He MmeHee 60% mpaBUIBHBIX
OTBETOB).

Ilpumepwr 3a0anuii:



VYcTaHoBka, 0OOHOBJICHHE U MUTPALIMS CEPBEPOB U pabOUYMX HATrpy30K

Onpenenenue TpedboBanuit k ycranoBke Windows Server 2016; onpenenenue
cooTBeTcTBYIOUX BhIMyckoB Windows Server 2016 nist pabouux Harpy3oK; yCTaHOBKa
Windows Server 2016; ycranoBka komnoneHToB u posieit Windows Server 2016; ycraHoBka 1
Hactpoiika Windows Server Core; ynpasienue Windows Server Core ¢ nomoisio Windows
PowerShell, komaHTHOM CTPOKH ¥ BO3MOYKHOCTEH YJAJICHHOTO YIIPABIICHUS; HCIIOIH30BAHHE
Windows PowerShell Desired State Configuration (DSC) st ycTaHOBKY 1 TIOIIEPIKKH
IIEJIOCTHOCTH YCTAHOBJICHHBIX CPEJ; BBIMIOJIHEHHE OOHOBJICHUI U MUTPaLlUil cCepBepOB U
OCHOBHBIX pabounx Harpy3ok ¢ Windows Server 2008 u Windows Server 2012 na Windows
Server 2016; onpesenenne COOTBETCTBYIOIIEH MOJIEIHM aKTUBALIMY ISl YCTAHOBKH cepBepa:
aBTOMAaTHYECKasi aKTUBAIMS BUPTyaabHOH MamuHbel (AVMA), city:x6a yrpaBlieHusI KITI0OYaMu
(KMS) u aktuBanus ¢ nomoiisio Active Directory

VYcranoBka u HacTpoiika Nano Server

OmnpeneneHre COOTBETCTBYIOIINX CIIEHAPHEB UCTIONB30BaHUs U TpeboBaHwmii aist Nano Server;
yctaHoBka Nano Server; UCIIOJIb30BaHUE poJiei 1 KOMIIOHEHTOB Ha Nano Server;
ucnonbs3zoBanue Nano Server Image Builder; ynpaBnenue u Hactpoiika Nano Server;
ynaneHHoe ynpasienne Nano Server ¢ momoribio MMC, Windows PowerShell u cpencts
yIpaBIIeHHsI CEpBEpaMH

CO3I[3.HI/IC, YIIpaBJICHUEC U O6CJ'Iy)KI/IBaHI/Ie 06p8.30B AJI1 pa3BCPThIBaAHUA

[TnanupoBanue ans pupTyanusanun Windows Server; OlleHKa Harpy30K BUPTYaIH3alllu C
nomotibio Microsoft Assessment and Planning (MAP) Toolkit; onpenenenue pazHbix
ACTIEKTOB JUTsl pa3BepThIBaHMsI paO0OYUX HArpy30K B BUPTYAIM3UPOBAHHBIX CPEaXx;
0OHOBJICHHE 00Pa30B C IOMOIIBIO HCIIPABICHUH, MOCIETHUX HAKOITUTEIbHBIX OOHOBJICHUN H
JpaiiBEpOB; YCTAHOBKA POJICH U KOMIIOHEHTOB B aBTOHOMHBIX 00pa3ax; yrnpaBJieHUE U
obciyxuBanne Windows Server Core, 006pa3zoB Nano Server U BUPTyalbHBIX JKECTKHX JIUCKOB
(VHD) ¢ nomompro Windows PowerShell

HacTtpoiika 1uckoB U TOMOB

e Hactpoiika pa3mMepoB cekTopa JUIsl pa3HbIX pab0YMX HATPY30K; HACTPOUKA TUCKOB C
tabnuuei paznenos GUID (GPT); coznanne VHD- u VHDX-daiinoB ¢ nomorbsio
ynpasieHust guckamu win Windows PowerShell; MoHTHpOBaHuE BUPTYalbHBIX
KECTKUX JTUCKOB; OIpEIeTICHUE YCIOBHMA /I UCTIONb30BaHuUs (halIOBBIX CUCTEM
NTFS u ReFS; nactpoiika o0uux ¢aitnoseix pecypcoB NFS u SMB ¢ nomonipio
JUCTIeTYepa cepBepa; HacTpoiika oomux (aitnosbix pecypcoB SMB u napamerpos
ceancoB ¢ nomotibio Windows PowerShell; mHacTpoiika mapameTpoB KoHGUTYpaun
cepepa SMB u kimenta SMB ¢ momomsto Windows PowerShell; nactpoiika
paspernieHuit s GaiiioB U Mmarmox

BHCI[peHI/Ie XpaHUWJIMIIa CEpBEpPa

o Hactpoiika mys0B XpaHeHus; UCOIb30BaHUE Pa3HBIX BAPUAHTOB CTPYKTYPhI
XPaHWIMILA: TPOCTOM, 3€pPKaAJIbHOM U C IPOBEPKON YETHOCTH I JJUCKOB MU
JUCKOBBIX MOJYJIeH; pacHIMpeHHe MyJI0B XpaHEHUS; HACTPOHKa MHOTOYPOBHEBOTO
XpaHWIHILA; HACTPOiiKa KoHeYHOro o0bekTa 1 1ISCSI-ununmaropa; Hactpoiika iSNS;
HACTpoiika MocTa s eHTpa 06paboTku ganHbIX (DCB); HacTpoiika
MHOTOITYTeBOTO BBOJIa-BhIBOIa (MPIO); onpeenenue clieHapueB UCITOTb30BaHUS
JUISL PETUTMKY XPaHWJIHIIA; UCTIOIh30BaHUE PETUIMKH XPAHMIUINA /7S CLIEHAPHEB
"cepBep-ceprep", "KilacTep-kiacTep' U pacTIHYTBIM KiacTep

Bueapenue neaymiinKanum JaHHBIX



e BHenpenue u HacTpolika JeAyIUIMKALMN; ONPEAEIEHUE COOTBETCTBYIOIINX
CLIEHApUEB UCTIOIb30BaHUS [Tl IEAYTUITMKAIIMM; MOHUTOPHHT 1€ yTTUKAIUY;
HCIIOJIb30BaHUE PEIICHHUS )i apXUBALIMU U BOCCTAHOBJICHHSI C TOMOIIBIO
JeAYTUTUKAIIMU

YcranoBka u HacTpoiika Hyper-V

e Ompenenenne TpeGOBaHUI K 000PYTIOBAHUIO M COBMECTUMOCTH ISl YCTAHOBKU
Hyper-V; ycranoBka Hyper-V; yctaHOBKa HHCTPYMEHTOB YIIpaBJICHHUST; 0OHOBJICHHE
¢ cymiecTByOmMX Bepcuit Hyper-V; aenernpoBanue ynpaBieHUs BUPTYAITbHBIMU
MaIIMHAaMH;BBIIIOJHEHNE yIaJI€HHOT O yIipaBiieHus y3namMu Hyper-V; ncnons3oBanue
Windows PowerShell Direct, peann3amnus BoKeHHOW BUPTYaTH3aIAHA

HacTtpoiika mapameTpoB BUpTyadbHBIX MammuH (BM)

o JloGaBieHue wiu ynajieHue namsati B padboratonieit BM; HacTpoiika AuHaMu4eckoi
namsTH; HacTpoiika noanaepxkku NUMA; nactpoiika Smart Paging; HacTpoiika
W3MEPEHHSI pECypCOB; HACTPOUKA CITY»0 MHTETpaIiy; Co3aHue u HacTpoiika BM
NOKOJIEHUs 1 M 2 ¢ onpeieieHneM COOTBETCTBYIOLINX CLIEHAPUEB UCTIOIb30BAHMUS;
MCTIOJb30BaHUE YIIYUIIEHHOTO PeKUMa ceaHcoB; co3nanne BM Linux u FreeBSD;
yCcTaHOBKa W HacTpoiika Linux Integration Services (LIS); ycraHoBKa u HacTporka
FreeBSD Integration Services (BIS); ncnonszoBanue Secure Boot mist cpeq Windows
u Linux; nepemerienue u npeoodpa3oBaHre BUPTYAIBHBIX MAIIHH C IIPEIBITYIIHX
Bepcuit Hyper-V mis Windows Server 2016 Hyper-V; sxcnopT v uMIopT
BUPTYaJIbHBIX MalllMH; ucnoib3oBanue Discrete Device Assignment (DDA); mouck u
yCcTpaHEeHHE HEeMoJaJ0K B Bepcusix KoHpurypamuiit BM

Hactporika xpanunuma Hyper-V

e Cozmanune VHD nu VHDX-daitnos ¢ momonisto Hyper-V Manager; co3ganne o0mmx
VHDX-aiinoB; co3ganne pa3HOCTHBIX TUCKOB; N3MEHEHUE BUPTYaAITbHBIX )KECTKUX
JIMICKOB; HACTPOMKA TPAH3UTHBIX TUCKOB; N3MEHEHHE pa3zMepa BUPTYaTbHOTO
KECTKOTO JTUCKA; YIpaBJIeHUEe KOHTPOJIbHBIMHI TOUKAMH; UCIIOIh30BaHUE pabounx
KOHTPOJIBHBIX TOUYEK; UCTIOIh30BaHNE BUPTyaapbHOTO afantepa Fibre Channel;
HaCTpoiika kadecTBa oOcayxuBanus (QoS) xpaHuiuina

Hactpoiika cetn Hyper-V

o JloGaBieHue U yaaneHue BUPTyaJIbHBIX ceTeBbIX nHTepPeiicHbIX KapT (VNIC);
HACTpOiiKa BUPTyalbHBIX KoMMyTaTopoB Hyper-V; ontumusanms
MPOU3BOJAUTENLHOCTH ceTH; HacTpoiika MAC-aipecoB; HACTPOKKa CETEBOU
U30JISIIMN; HACTPOHKA CHHTETHYECKHUX M CTApBIX aJalTepOB BUPTYAIbHON CETH;
HACTPOHKa OObEMHEHHS CETeBBIX KapT B BUPTYaJIbHBIX MAallIMHAX; HACTPOHKaA
ouepean BUPTyaldbHBIX MamuH (VMQ); BKIIIOUEHHE YIATIEHHOTO TOCTYTA K TaMATH
(RDMA) Ha ceTeBBIX amanTepax uisi BAPTyaIbHOTO KommyTaTopa Hyper-V ¢
MOMOIIbIO 00bEeTMHEHHs BCTPOCHHBIX KommyTaTopoB (SET); HacTpoiika yrpaBieHus
MPOMYCKHON CIIOCOOHOCTBIO.
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