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[Iporpamma pa3paboTaHa B COOTBETCTBHHM C IMpHKa3oM MuHHCTepcTBa 00pa3oBaHUs U
Hayku Poccuiickoit @eneparun ot 1 wmrons 2013 r. N 499 "OO6 yrBepxaenun Ilopsinka
OpraHM3alMl ¥ OCYILIECTBJICHHUS O00pa30BaTEIbHOW MEATENBHOCTH MO JOMOJHUTEIbHBIM
npodeccuOHaTBLHBIM MporpaMmmam’.

[TpodeccuonanpHas mepenoAroToBKa CIyllaTeslel, ocyliecTBisieMas B COOTBETCTBUU C
IPOTPaMMOii, MPOBOAUTCS C HCIOJB30BAHUEM MOAYJIBHOTO TPHUHIMIIA MOCTPOSHHS y4eOHOTro
IUIaHa C MPUMEHEHHEM Pa3IMYHbIX 00pa30BaTEIbHBIX TEXHOJIOTUH, B TOM YHCIIE TUCTAaHI[MOHHBIX
00pa30BaTEeNbHBIX TEXHOJIOTHI U 3JIEKTPOHHOTO 00YYEHHS B COOTBETCTBUH C 3aKOHOAATEIHCTBOM
00 00pa3oBaHUM.

JlononHutenbHas mpodeccHoHalbHas —IporpamMma paspaboraHa oOpa3oBaTelIbHOM
OpraHu3aleld B COOTBETCTBHM C 3aKOHOAATEIbCTBOM Poccuiickoit denepannu, BKIOYAET BCE
MOJYyJIH, yKa3aHHbBIC B yUeOHOM ILIaHE.

CogepxaHue OLICHOUYHBIX U METOJUYECKUX MaTepuajioB OINpeAenseTcss oO0pa3oBaTelbHON
OpraHu3aleil caMOCTOATENBHO C YYETOM IOJOXEHHH 3aKoHOZAaTelnbcTBa 00 0Opa3oBaHHUH
Poccuiickoit deneparumu.

CtpykTypa  JONOJHHUTENBHOH  MPO(GECCHOHATBHOW  MPOrpaMMBbl  COOTBETCTBYET
TpeOoBanusiM [lopsiaka opraHu3alMu M OCYILIECTBJICHHS 0Opa30BaTENbHON NEATEIbHOCTU IO
JIOTIOJTHUTEIBHBIM MPO(EeCCHOHATBHBIM IPOTrpaMMaM, YTBEPKIESHHOTO NMpHKa3oM MuHOOpHAYKH
Poccun ot 1 mrona 2013 . N 499.

O0veM JIOMOJIHUTENBHOM TNPO(ECCHOHANBHOM MporpaMMbl BHE 3aBHCHUMOCTH  OT
MPUMEHSIEMBIX 00pa30BaTeIbHBIX TEXHOJIOTHI, JOKEH ObITh HE MeHee 16 akaeMUYeCKUX YacoB.
Cpoku ee 0OCBOEHUS ONPEEIIAIOTCS 00pa3oBaTeIbHON OpraHu3aueld CaMoCTOSTENBHO.

®opMbl  00yueHHUs ciymartelned (o4yHas, OYHO-3a04YHas, 3a04YHAas) OINPEIEISIOTCS
00pa30BaTeNbHON OpraHu3aIlue CaMOCTOATENBHO.

K ocBoeHHIO TOMOIHUTETBHBIX MPOGECCHOHATBHBIX MPOTPAMM JOITYCKAIOTCS:

- U113, UMEIOIIE cpeaHee MpodecCHOHATbHOE U (WIIK) BBICIIEE 00pa30BaHUE;

- JIMIIa, TTOJTyJaroue cpeaaee npodeccuoHanbHoe U (M) BhIcIiee 00pa30BaHUE.

Jns  ompeneneHust CTPYKTYPbl JOMOJHUTEIBHONH MNPO(ecCHOHAIBHOW MpPOTrpaMMbl U
TPYJOEMKOCTH €€ OCBOCHMSI MOKET MPHUMEHSTbCS CHCTeMa 3adeTHbhIX enuHull. KonnyectBo
3aYETHBIX EAWHUI] IO JOMOJIHUTEIBHONH NpPO(ecCHOHANBHON MporpaMMe YyCTaHABIWBACTCS
OpraHu3aIuen.

OOpa3zoBarenbHasl JEATENBHOCTh CIyHIaTelNed TNpeaycMaTpUBaeT CIEAYIOIINE BHJIBI
yueOHBIX 3aHATUA W Y4eOHBIX palOOT: JEKIHH, NPAKTUYECKHE U CEMHHApCKHUE 3aHSATHS,
nabopaTopHble pabOThl, KPYTJIbIE CTOJBI, MACTEP-KIACcChl, MACTEPCKUE, ACTIOBBIC UTPHI, POJIEBbIC
UTpbl, TPEHUHTH, CEMHUHAphl MO OOMEHY ONBITOM, BBIC3JAHBIE 3aHITHS, KOHCYJIbTALIUHU,
BBINIOJIHEHUE AaTTECTAL[MOHHOW, IUIUIOMHOHM, MPOEKTHOW pabOThl M Jpyrue BHUABI Y4E€OHBIX
3aHATUN U y4EOHBIX pabOT, ONpPECIICHHBIC YUeOHBIM TUIAHOM.

AnHoranusi. Kypc npenHasHaueH B mepByro ouepenb ains WT-cnennanucroB u aaer
dbyHIaMEHTaIbHBIC 3HAHUS, HEOOXOIUMBIC NJIsi pa3BepThiBaHus M noaaepkku Windows Server
2016 B GonbMHCTBEe OopraHu3auuii. OxXBaThIBaeT OCHOBHI IP ceTeil, TEXHOJIOTHM yIAIEHHOTO
JIoCTyna, mporpaMMHo-onpenensiemsie cetd. Kypc mnpenHazHaden s gedctByromux WT-
CHELHUATNCTOB, KOTOPhIE UMEIOT HEKOTOPBIE 3HAHUS U ONBIT B 00JIACTH MIOCTPOCHUS CETEH U XOTST
HOJyYUTh IIPECTaBICHNE 00 OCHOBHBIX COBPEMEHHBIX CETEBBIX TexHonorusax B Windows Server
2016. Dta aynuTtopus 0ObIYHO BKIJIIOYAET: CETEBBIX aIMHUHUCTPATOPOB, KOTOPHIE XOTAT YKPEIHUTh
y’K€ UMEIOIIUECS HaBbIKU M Y3HaTh O U3MEHEHMAX M HOBILIECTBAX B CETEBOM (YHKIIMOHAIBHOCTH
Windows Server 2016; cUCTEeMHBIX aJMHUHUCTPATOPOB, KOTOPbIE XOTAT MOJIYYUTH 0Oa30BbIE U
paciIMpeHHbIe 3HAHUS M HaBBIKK O ceTeBhIX TexHoynorusx B Windows Server 2016. Bropuunas
ayIUToOpHUs - 3TO MPO(ECcCHOHANbI, KOTOPBIE XOTAT MONXyduTh cepruduranuio MCSA 70-741:
Networking with Windows Server 2016.



1. eab nporpamMmbI:

B PE3YIBbTATC NPOXOKICHUA O6y‘IeHI/I$I CJIyHIaTCJIb MMOJIYYUT 3HAHU U HABBIKH, H606XOI[I/IMBIG JJISL
pa3BepThiBanus U noaaepkku Windows Server 2016 B 60JbITMHCTBE OpraHU3aAIUH.

1.1.11nanupyemplii pe3yJbTAT 00yUYeHHS:

Jluma, ycmemHoO — OCBOMBIIHME  MPOrpaMMmy,  JOJDKHBI — OBIAJETh  CIEAYIOLIUMH
KOMIIECTCHIIUSIMMU:

CoBeplieHCTBYeMble KOMIIETEHIIMHU
Ne Kommerenims Hanpasnenne moaroToBku

®EJEPANBHOIO
FOCYOAPCTBEHHOIO
OBPABOBATEJIBHOIO
CTAHOAPTA
BbICLLUEIO
OBPA3OBAHWA MO
HAMPABJIEHUIO
NnoaroToBKM 09.03.02
NH®OPMALIMOHHbLIE
CNCTEMbI N
TEXHOJIOM'MU (YPOBEHb
BAKATNTIABPUATA)

Kon xomnerennuu

Tpynossbie pynxuuu: F 01/7-05.7 Bunsl mpodeccuonanbHoi
AesITeJTbHOCTH:
NPOU3BOICTBEHHO-
TEXHOJIOTMYECKAS:
IK-17
MOHTaKHO-
HaJIag04Has:
[IK-28, I1K-37

CoBepuieHCTBYeMble KOMIIETEHIMH B COOTBETCTBMH € TPYAOBBIMHM (PUKIHUAMH
npogeccuoHAIBLHOI0 CTaHaapTa «CHCTEeMHBIH aJIMUHHCTPATOP MHQOPMAIIIOHHO-
KOMMYHUKanmmoHHBIX cucteM” (IIpuka3z MuHHCTepCcTBa TpyJa U CONMMAIBHOM 3amuThel PO 0T 5 OKTAOpS
2015r. N 684n "OO yTBepx)aeHHMH NpodeccuoHalbHOro craHaapra "CHUCTeMHBIH aJMHHUCTPATOP
MHQOPMATMOHHO-KOMMYHHUKAIIMOHHBIX CUCTEM").

Ne KoMmnereniusa Hanpasnenne noarotoBku

OTD ITPOPECCUOHAJIBHBIM CTAHIAPT

«CucTeMHBIN aIMUHUCTPATOP
MH(OPMATMOHHO-KOMMYHHKAITMOHHBIX

CHUCTEM»
Tpynossle hyHKINN (KOKT)
1 F- AMUHUCTPUpPOBAHUE cucremuoro | F 01/7 YcranoBka cucteMHOT0
MIPOTPaAMMHOTO 00ECTICUCHIS MIPOTPaAMMHOTO 00ECTICUCHISI

MH()OKOMMYHHUKAITMOHHOW CUCTEMBI F 02/7 Onrumusarust paboThl AUCKOBOM




OpraHU3alnN MTOJICUCTEMBI (TIOICUCTEMBI
BBO/Ia-BEIBOJIA)

IInanupyeMblii pe3yabTaT 00y4eHHUs:

Jluma, ycremHo OCBOMBIIME MPOrpaMMy, JODKHBI OBJAJETh CICAYIOIIMMU KOMIIETCHLUSIMU:
3HaHUs, HeOOXOAMMBIE Ui pa3BepThIBaHUS U ojiepkkn Windows Server 2016 B G0JbIINHCTBE
OpraHu3aiii, B TOM 4Yuciie OCHOBBI [P ceTeil, TeXHONIOrMK yJajleHHOro I0CTyIa, MPOrpaMMHO-
OIIpeeIIsiEMBbIE CETH.

ITocse okonuanus o0yuenns Ciaymaresb OyaeT 3HATD, KaK:
[InanupoBanue u peanusauus cetu [1Pv4
Peamuzanus DHCP-cepsepa

Buenpenue IPvo

Peanu3zanus u ynpasienue [PAM

Vnanennsriii noctyn B Windows Server 2016
Peamusanmsa DirectAccess

Buenpenue Bupryansabsix Yactaeix Cereit (VPN)
Buenpenue cereit punuanon

Hacrtpolika pacIMpeHHbBIX CETEBBIX BO3MOXKHOCTEN
BHaenpenue nmporpaMMHO-KOH(UTYPUPYEMBIX CETEH

ITocae okonuanus o0yuennss Ciaymaresb OyaeT yMeThb:

*  OcyuiecTBIATh IJIAHUPOBAaHKE U peanu3anuio [Pv4 cerei.

*  OcymecTBasaTh peanu3anuto nporokona DHCP.

»  OcymiecTBisATh BHEApeHUE [Pv6.

» [IpousBoauts peanuzanuio DNS.

*  BHeapsTes u npou3BoAuTh ynpasieHue [PAM.

» [IpousBoauTh MJIaHUPOBAHUE YJATIEHHOTO JA0CTYIIA.

» PeanuzoBeiBath DirectAccess.

*  OcCylUecTBIATh pean3aliio BUPTyalbHbIX YyacTHBIX ceTell (VPN).
» Pa3BepthIBaTh ceTu (HUIHAIIOB.

» HactpauBaTh JOMOTHUTEIbHBIE CETEBBIE BOZMOXHOCTH.

*  OcymecTBIsATh BHEAPEHUE MPOrPaMMHO-KOH(PUTYPUPYEMBIX CETeH.

TpeOoBaHusi K NpeABaApUTEILHON NMOATOTOBKe: OKOHUaHWe Kypca «20740B: VYcranoBka,
XpaHeHue MaHHBIX U BbraucieHus ¢ Windows Server 2016», uiu SKBUBaJICHTHAs IMOATOTOBKA.
«AnTIuiickui 361K, YpoBeHb 2. Elementary, yacTs 2», WM SKBUBaJICHTHAS MOATOTOBKA

2. Y4eOHLIN IVIAH:

Cpok oOydeHusi: 52 axkaJgeMHUYeCKUX vacoB, B ToM uuciae 40 ayIuTOpHBIX C
penoaaBaTenieM.

CamocTosiTe/bHbIE 3aHATHS: IpeaycMoTpens! (12 gac.).

®opma o0ydeHMsi: OYHAs, OYHO-3a04YHasi, 3aouyHas. [lo >kemanuro ciymarens dopma
00ydeHHUs MOKET ObITh U3MEHEHA /WU JIOTOJTHEHA.

Pesxum 3aHATHIL: THEBHOM, BEUEPHUIA, TPYIIBI BEIXOIHOTO JTHS.

No B tom uucne aynutopueix | CPC




n/n Oo6mas | Beero | Jlekuwuit | [Ipaktu Dop
HaumenoBanue monyiei Tpynoe Heckux MHI
MKOCTbH 3aHITH TA

10 TIpOrpamMme o

(akag. %

4acoB)

Jlabopar Jlabo
OpHas paTtop
1 Mopayne 1. IlmanupoBanue u 6 5 ) pabora s
peanuzauus cetu [Pv4 pa6oT
a
JIabo
- parop
) Monyne 2. Peamuzamus DHCP 4 3 1 ) s
cepsepa paboT
a
JIa6o
parop
3 | Monayns 3. Buenpenue IPv6 5 4 2 2 Has
pador
a
JIabo
paTtop
4 | Monayns 4. Peanuzamus DNS 6 5 2 3 Has
pabor
a
JIabo
paTtop
5 Monyib i)AMPeanmaum U 4 3 1 ) s
yIpaBJICHHUE paboT
a
JIa6o
. parop
6 %(')):[gnb 6S Y;[a;%HlIébm IOCTYIl B 4 3 1 7 g
indows Server paboT
a
JIab6o
patop
7 %fon%jf 7. Peamuzanusa 5 4 ) ) s
irectAccess pa6ot
a
JIabo
Monyib 8. Buenpenue parop
8 | Bupryansubix Yactasix — Cerelt 4 3 1 2 Hast
(VPN) pabor
a
JIa6o
. parop
9 Moayns 9. Bueapenune ceteit 5 4 ) ) s
bunuanon paBot
a
. JIabo
Monyib 10. Hacrpoiika parop
10 | pacumpeHHBIX CETEBBIX 4 3 1 2 Hast
BO3MOMKHOCTEN pabor
a
Monyinb 11. Buenpenne Jlabo
11 | mporpaMMHO-KOH(PHUTYPHPYEMBIX 5 3 1 2 patop

cerel

Hasa

' TA — Tekymas arrecranus




pador

Hroro:

52 40 16 24

12

[Ipomexxyrounas arrecrauus

TecTupoBaHue/BBITIOIHEHHE 3aaHUS

Jns  Bcex

BHUJOB

MPOAOJIKUTEIIBHOCTBIO 45 MUHYT.
KonuyecTBo ayaAMTOPHBIX 3aHATHIA IPH OYHO-3a049HOM Gopme oOyueHus coctasisieT 20-25%

OT OOIIIET0 KOJIMYECTBA YaCOB.

QyIUTOPHBIX 3aHATUM AKAJCMUYECKUM Yac  YCTaHABIIMBACTCS

®opma [Ipomexyrounoi arrecraiuu — cM. B JIHA «llonoxkeHne o mpoBeaeHUH IPOMEKYTOUHON

aTTeCTalliy CIyIIaTeNell u OCYIIEeCTBICHUH TEKYIIEro KOHTPOJIS X yCIeBaeMocTi» 11.3.3.

Kanennapusblii yueOHblii rpadguk

Kanennapusiii yueOHbIN rpaduk GopMupyercs npu OCyIIECTBICHUN 00YUYEHUSI B TCUCHUE
BCEro KajeHgapHoro roxa. Ilo mepe HaGopa rpynm ciaymiateneil Mo mporpaMme COCTaBIISETCS
KaJCHJapHBINA Tpa(uK, yYUTHIBAIOIINNA 00bEMBI JIGKIIUN, TPAKTHKH, CAMOIIOJATOTOBKH, BBIE3/Ibl HA

OOBCKTEHI.
Henens 1 ) 3 4 5 6 7 Hroro
oOydeHust 4acoB
TH BT cp qT T cO BC
1 Henens 4 4 - - - - - 8
CPC 1 1 - - - - - 2
2 "Henensa 4 4 - - - - - 8
CPC 1 1 - - - - - 2
3 Hemens 4 4 - - - - - 8
CPC 1 1 - - - - - 2
4 uenensa 4 4 - - - - - 8
CpC 1 1 - - - - - 2
5 Henens 4 41TA - - - - - 8
CpC 2 2 - - - - - 4
Hroro: 26 26 - - - - - 52
4. PaGo4yune nporpaMmbl y4eOHbIX NPEAMETOB

Mogayas 1. [lnanupoBanue u peaausaunus cetu IPv4

» [Inanupoanue IPv4 agpecanuu

» Hacrpoiika y3na IPv4

» VYmpaBlieHHE U yCTpaHeHue HeucnpaBHocTeil B IPv4 cetn
» JlabGopaTopnasi padora: Ilnanuposanue IPv4 cetn

» [InanupoBanue HazHaueHus [Pv4 agpecos

» JlabGopaTopnasi paGora: Peanmzanus u yctpanenue Henosaaok cetu IPv4
» [IpoBepka koHburyparuu nporokosna [Pv4
* VYcTpaHeHue Henoaaaok nporokoina [Pv4

Monayas 2 . Peanuzauus DHCP-cepBepa

= 00630p poaun DHCP-cepsepa




» PaszsepreiBanue DHCP

* VYmpasnenue u ycrpanenue Henonanok DHCP-cepsepa
» JlabopaTopHnas padora: Peasuzauus DHCP-cepBepa
» [Inanuposanue BHenpenuss DHCP-cepsepa

» Kondurypuposanue DHCP

» [Iposepka peanuzaunu DHCP

Monayasb 3 . Buenpenue IPv6

= O0630p aapecamnuu [Pv6

» Hacrpoiika y3na IPv6

» Peanuzanus cocymecrBoBanus [Pv6 u [Pv4

» [Ilepexon ot IPv4 k IPv6

» JlabopaTopHas padora: Buenpenue IPv6

» O0630p KoHUrypanuu mno ymonruanuto IPvé

»  Peamuzauus nporokona DHCPv6

» JlabGopaTopnasi pabora: HacTpoiika n onieHKa TeXHOJI0Tui TyHHeupoBaHus IPv6
* Hactpoiika HHTETpaIMy CETH C MOMOIILIO0 MMPOTOKOJIA isatap
» Hacrpoiika Bo3moxxHOCTEN nogkat0oueHust [Pvo

» Hacrpoiika TyHHens 6to4

Monyas 4 . Peanuzanusa DNS

» Peanmuzauun DNS-cepBepa

» Hacrpoiika 301 B DNS

» Hacrpoiika pa3zpemienus uMeH mexay DNS 3oHaMu

= Hacrpoiika DNS unrterpauuu ¢ Active Directory Domain Services (AD DS)

» Hacrtpolika 10MOJHUTENBHBIX MapamMeTpoB DNS

» JlabGopaTopnasi paGora: IlnanupoBaHue U peaju3anus pa3penieHUs HMeH C
nomoub DNS

» [lnanupoBanue paspemenus nmeH DNS

» Peanuzauus DNS-cepBepoB 1 30H

» JlabGopaTopnasi padora: Unterpamusi DNS ¢ Active Directory

» Unarerpamus DNS c Active Directory

» JlabGopaTopnas pabora: Hacrpoiika DNS

» Hacrpoiika nonmutuk DNS

» [IpoBepka peanuzauuu DNS

» VYcrpanenue Henonagok DNS

Mopnyas 5 . Peasm3anus n ynpasiaenue IPAM

=  00630p [IPAM

» PaszsepreiBanusa [PAM

* VYmpasneHue aapecHbsIM npoctpancTBoM IP ¢ momonsio [IPAM
» JlabopaTopHas padora: Peasmuzauus [IPAM

* VYcranoska cepBepa [PAM

» [loagroroBka cepepa IPAM

* VYmpasneHue aapecHsIM npocTpancTBoM IP ¢ momonsio [IPAM

Monayasb 6 . Ynaaennbiii noctyn B Windows Server 2016

= (O030p ymaJeHHOTO JOCTyIa
» Peanuzanus Web Application Proxy



» JlabopaTopHnasi pabora: Buenpenue Web Application Proxy
» Peanuzanus Web Application Proxy
= TIpoBepka Web Application Proxy

Mopnyas 7 . Peasm3anus DirectAccess

= 00630p DirectAccess

= Bueapenue DirectAccess ¢ MOMOIBI0 MacTepa HaYaIbHOW HACTPONKH

» Bueapenue u ynpasieHHEe paclIupeHHON nHppacTpyKTypsl DirectAccess

» JlabopaTopHasi padora: Peasuzauus DirectAccess ¢ noMombi0 Macrepa
HAYaJIbHOH HACTPOMKHU

» [IpoBepka roTOBHOCTH K pa3BepThiBaHHIO DirectAccess

» Hacrpoiika DirectAccess

= [IpoBepka pazBepteiBanms DirectAccess

» JlabGopaTopnasi padora : Pa3BepThiBaHHe pacIIMPeHHOH HHPPACTPYKTYPbI
DirectAccess

= [loaroroBka cpensl s DirectAccess

*  Bueapenus pacmmpenHoi nHbpacTpykTyphl DirectAccess

= IIpoBepka pa3epTsiBanus DirectAccess

Monayasb 8 . Buenpenue Bupryanbubix Hactabix Cereii (VPN)

» [ImanupoBanue VPN

» Bueapenue VPN

» JlaGopaTopnasi pabora: Peasmmzanuun VPN

»  Peamusanuu VPN

» [Iposepka paszseprbiBanus VPN

» JlabopaTopHasi padoTa: YcTpaHeHHe HeNoJIaA0K a0cTyna Kk cetu VPN
* YcrpaHeHHe Henonaaok nocryna VPN

Monayasb 9 . Buenpenue cereii puiuanon

» CereBble QYHKIIMHM ¥ PEKOMEHIAIUH JIJIs1 (PUITHATIOB

» Peanm3zanus pacnpeneneHHoii daiinoBoit cucremsl (DFS) mis dpunuanos
» Bueapenune BranchCache nns punuanos

» JlabGopaTopnasi padora: Peanuzanusa DFS nas ¢puananos

»  Peamusanus DFS

= [IpoBepka pa3BepThIBaHUS

» JlabopaTopHnas padora: Peanuzauus BranchCache

= Baenpenne BranchCache

» [IpoBepka pa3BepThIBaHUSA

Mopnyas 10 . HacTpoiika pacliupeHHBbIX CeTeBbIX BO3MOKHOCTEH

= O030p BO3MOKHOCTEH BHICOKOIIPOM3BOIUTENBHBIX CETEH

» Hacrtpolika JONOJHUTEIBHBIX CETEBBIX BO3MOKHOCTEW Hyper-V

» JlabGopaTopnasi pabora: HacTpoiika 10NOJTHUTEJBHBIX CETEBbIX BO3MOKHOCTEH
Hyper-V

» Co3gaHue U UCIOJH30BAHNE BUPTYAIbHBIX KOMMYTaTopoB Maiikpocodt Hyper-V

» Hacrtpolika u UCNoOab30BaHUE IOTIOJTHUTEIBHBIX BO3MOKHOCTEN BUPTYaTbHOTO
KOMMYyTaropa



Moayasb 11 . BHeapeHnune nporpaMMHO-KOH(UTYPHUPYEMBbIX ceTeil

*=  O030p MpOrpaMMHO-KOH(UTYPUPYEMBIX CETEH

* BHenpenue BUpTyanu3aluu CETH

» PaszseprteiBanue CereBoro Konrpomiepa

» JlabGopaTopnasi paGora: PassepreiBanue CereBoro Konrposiepa
» PaszsepreiBanue CereBoro Konrpomiepa

» Hacrpolika ceTeBbIX CEPBUCOB C CETEBBIM KOHTPOJUIEPOM

* VYmpasiieHHE U MOHUTOPHUHT C CETEBBIM KOHTPOJLIEPOM

5. OpraHu3aunoHHO-NEATOrHYeCKHE YCIOBUS

CobOmronenne TpeOOBaHUN K KaJIpPOBBIM YCIOBHSIM peaTu3aliy  JTOTIOJHUTEIBLHON
npodecCHOHATBLHON MPOrPaMMBIL:
a) TPEeroJaBaTeIbCKUl  COCTaB  OOpa30BaTeNbHOM  OpraHU3alMH,  OOCCIEYHBAIOIINNA
o0pa3oBaTeNbHBIA TpOIEcC, 00JalacT BHICIIUM OOpa30BaHMEM M CTaKE€M IpENoaBaHUs IO
M3y4aeMoOil TeMaThkKe He MeHee | rojma m (WIM) MPaKTHYECKOW paboThl B 00JacTsIX 3HAHHM,
IIPEyCMOTPEHHBIX MOAYIISIMU NIPOTrPaMMBbl, HE MeHee 3 (Tpex) JIeT;
0) oOpazoBaTeNbHOM OpraHu3anueil Hapsaay ¢ TPaAULHUOHHBIMU JIEKIIMOHHO-CEMHHAPCKUMU
3aHIATHSIMA ~ TIPUMEHSIIOTCS  COBpEeMEHHbIe  J(DQEeKTUBHBIE METOAMKH TPEMOJaBaHUS C
NPUMEHEHHEM MHTEPAaKTUBHBIX (OpM OOydeHUS, ayIHOBU3YAIbHBIX CPEICTB, HHPOPMAIIIOHHO-
TEJICKOMMYHUKAIIMOHHBIX PECYPCOB U HATIISATHBIX Y4EOHBIX MTOCOOUH.

CobOnronenne TpeOOBaHM K MaTEepUATBHO-TEXHUYECKOMY M y4eOHO-METOIUYECKOMY
00€CTIeYeHHIO JIOTTOTHUTEIBHOM NMPo(ecCHOHANIBHOM MPOrpaMMBbI:
a) oOpa3oBaTeNbHAs OPTaHU3allUs pacrojiaracT He0OX0IMMOI MaTepruaIbHO-TEXHUUECKON 0a30ii,
BKIIIOYasi COBPEMCHHBIC ayJUTOpPUHU, OHOIMOTEKY, ayIuOBU3yalbHBIC CpEICTBA OOYUYCHUS,
MYyJbTUMEAUMHYIO anmnaparypy, OprTeXHUKY, KOMUpOBalIbHbIE ammapaTel. MarepuanbHas 6a3a
COOTBETCTBYET CAaHHTAPHBIM M TEXHHMYECKUM HOPMaM U MpaBUjIaM U 00ECTICUnBaET MPOBEICHUE
BCEX BHUJOB MPAKTUYECKOW M JMCHUIIMHAPHOW MOITOTOBKHU CIIyIIATeNeH, MPeayCMOTPEHHBIX
y4eOHBIM TIJIAHOM peaTu3yeMOi TOMOHUTEIBHON PO ECCHOHAIBHON TTPOTPaAMMBI.
0) B cinydyae NPHUMEHEHHUS OJJICKTPOHHOTO OOYYEHHS, TUCTAHIIMOHHBIX 00pa30oBaTENbHBIX
TEXHOJIOTHI KaKIbId OOydYaromIMiicss B TEUEHHWE BCEro mepuoaa oOydeHuss obOecreuynBaeTCs
WHAUBUAYAIbHBIM ~ HEOTPAaHUYEHHBIM  JOCTYMOM K  DJJEKTPOHHOW  HMH(OpPMAIOHHO-
o0Opa3oBaTenbHON cpele, colepkallel Bce JJIeKTPOHHBIE 00pa3oBaTelbHBIE PECYPCHI,
MIEPEYUCIICHHBIC B MOAYJISX OMOTHUTEIHHOM MPo(hecCHOHATEHOM MPOTrpaMMBl.

1. ®opMmbI aTTeCTALMH U OLIEHOYHbIC MATEPHAJIBI

OOpasoBarenbHasi OpraHU3alUsi HECET OTBETCTBEHHOCTh 3a KauyecTBO IMOATOTOBKH
cIIymaTeneil u peaqu3aluio JOMOJHUTEIbHON PO eCcCnOHAIBLHON MPOrpaMMbl B IOJTHOM 00bEMe
B COOTBETCTBUU C YU€OHBIM IJIAHOM.

OrneHka KauecTBa OCBOCHHMSI CIYLIATEISIMUA MIPOTpaMMbl Kypca BKJIIOUAET TEKYIUN KOHTPOJIb
YCIIEBAEMOCTHU U TPOMEKYTOUHYIO aTTECTALUIO.

Texymas arrecrauusi npoBoautTcss B (opme, mnpemycmorpeHHoi JIHA «IlonoxeHne o
MPOBEJICHUM TIPOMEXKYTOYHOM aTTecTalld Ciylmareaed M OCYHIECTBICHUHM TEKYIIEr0o KOHTPOJA HX
ycneBaeMocT» 1.3.3. W ompenensiercst mpenogaBareieM kKypca. K MpoOMeEXyTOYHOM aTTecTaluu
JIOIyCKAIOTCs CIIYIIATENH, BBIITOJIHUBIINE BCE BUIBI TEKYILEH aTTECTALlUH, IPEAYCMOTPEHHBIEC B
HACTOAIIECH mporpaMmMme.

CrnywaTenu, yclemHO OCBOMBIIME IpOrpaMMy Kypca M MPOILIEAIINE MPOMEKYTOUHYIO
aTTeCcTalHIo, MOTY4YaloT yJOCTOBEPEHHE O MOBBIIICHNN KBAIU(DUKAINY, a TAK)KE JOIMYCKAIOTCS K
OCBOGHHUIO CJIENYIOMIET0 Kypca, BXOMSIIErO B COCTaB JUIUIOMHOW mporpammbl  (ITIT
MOJATOTOBKH).

CnywaTensM, HE MNpPOIIEAIIMM IPOMEXYTOUYHOM arTecTalud WM TMOJY4YMBIIMM Ha
IIPOMEKYTOUHOM aTTECTAllUH HEYJOBIETBOPUTEIbHBIE PE3YJIbTATHI, @ TAKKE JTULAM, OCBOMBIIUM



4acTh Kypca W (WJIM) OTYMCIICHHBIC W3 OOpa30BaTEIIbHOM OpraHW3aIliH, BBIJACTCS CIpaBKa 00
oOydeHHH WM O TMepuoje OOydeHHs MO OoO0pa3ily, CaMOCTOSTEIhHO YCTAaHABIMBAECMOMY
00pa3zoBaTenbHON OpraHu3aIuei.

K wurorosoit arrecrauuu no I nmepenoAroToBku MOMYCKAIOTCS TOJBKO T€ CIYLIATENH,
KOTOpBIE CAANU MPOMEKYTOUHYIO aTTECTAIMIO TI0 BCEM KypcaM (BKJIIOYasi TaHHBIH ), BXOSAIIUM B
quiuioMHyro nporpammy (I nepenoaroroBkwm).

[TpomexxyTouHas aTTecTalus MPOBOIUTCS 1O (OpMe BBINOITHEHUS 3a/1aHUS B COOTBETCTBHUH C
y4eOHBIM TUIAHOM. Pe3ynbTaThl MPOMEKYTOYHOW aTTECTAIMH 3aHOCSTCS B COOTBETCTBYIOIIHE
JIOKYMEHTHI. Pe3ynbTaThl mpoMexyTouHOM arTectauuu ciaymareneit AT BeicTaBisoTes mo JByx
OanmbHOU MmIKane («3auTeH0»/ «HE 3a4TeHO»). «3a4TEHO0» BBICTABISETCS, €CIHM CIyIIaTellb

HaOupaeT He MeHee 70% 6anmioB (MpaBUIBHBIX OTBETOB W/WJIM BBHIIIOJHEHHBIX 33aHUMN).

Texynias arrecTanmus:

IIpakTHyeckas padora (BbIIIOJIHEHNE 3aJaHUI):

Non/n Temamuka npakmuuecko2o 3aHamusi Dopma 114
Mopyns 1. JTaGoparopHas padora: Ilnanuposanue IPv4 cetu JlaGopatopuas | JlaboparopHas
pabora: Peanmmzanus u ycTpaHeHHE HETOIaa0K cetr IPv4 paborta
Mopyns 2. JTaGoparopuas padora: Ilnanuposanue IPv4 cetu JlaGopatopras | JlaboparopHas
pabora: Peanmmzanus u ycTpaHEeHHE HETOIaa0K cetr IPv4 paborta
Mopyns 3. Jla6oparopHnas pabora: Buenpenue IPv6 JlaGoparopuas padora: | JlJabopaTopHas
Hactpoiika u orieHKa TeXHOJIOTHIA TyHHEeIHpoBaHus IPvo paborta
Monyns 4. Jlaboparopnas ~ pabora: Ilnammposamme u  peanmsauus | JlaGopaTopHas
paspenieHust UMeH ¢ noMoibio DNS pabora
JlabopartopHas pabora: MuTerparus DNS ¢ Active Directory
JlaGopatopnas pabora: Hactpoiika DNS
Monyns 5. JlaGopatopnas padora: Peanuzauus IPAM JlabopatopHas
paborta
Moz 6. Jlabopatopnas padorta: Baenpenue Web Application Proxy J;;g;)famop Had
Monyns 7. Jlaboparopnas pabora: Peamuszaumsa DirectAccess ¢ nomompto | JlabopaTopHas
Mactepa HaudalbHOW HacTpoiiku JlaGopaTopHas paboTa pabota
PasBepreiBaHMe pacuiupeHHON HHGpacTpyKTyphl DirectAccess
Monyns 8. Jlaboparophast padora: Peanuszaiuu VPN JlaGopartopuast padora: | JlabopaTropHas
Ycrpanenue Hemonaaok goctyna k cetd VPN pabora
Monyns 9. JlabopatopHas padota: Peanmuzauus DFS mis ¢punnanos Jlaboparopnast
Jlabopatopnas padora: Peanuzauus BranchCache pabora
Monynb 10. | JlaGoparopuast pa6ora: Hactpoiika monomautensHbix ceteBoix | JlabopaTopHas
BO3MOskHOCTEH Hyper-V pabora
Monyns 11. JlaGopaTopHas
PaszseptriBanme CeteBoro Konrpomiepa
pabota

IIpoMekVTOUYHAA aTTEeCTAIIUSA O KYPCY (BLIITOJITHEHNUE 3aIaHMsI):

I[IpoMe:kyToUuHAas aTTECTAIMS IPOBOAUTCS B (POPME BBHITIOTHEHUS 3a/IaHHS.

PesynbraThl aTTeCTAMK COyIIaTENel BHICTABIISAIOTCS O IBYX OaIbHOH HIKalle («3aYTeHO\He
3a4TeHO»). MTOoroBast arrecTtalys CUYMTACTCS TNPONUACHHOH («3a4TEHO»), €CIH CIyIIaTelb
BBITIOJIHWJI BCE J1abopaTopHble paboOThl M UTOroBoe 3amaHue (He MmeHee 60% mpaBUIBHBIX
OTBETOB).

Ipumepwt 3a0anuil:

VYcranoBka u Hactpoitka DNS-cepBepoB



e Omnpenenenne TpeboBanmii k ycranoBke DNS; onpenenenue crieHapueB pa3pabOTKH ¢
nojaepxkoit DNS na Nano Server; ycranoBka DNS; HacTpoiika cepBepoB MepechlUIKH;
HACTPOIKa KOPHEBBIX CChUIOK; HACTPOMKa AenerupoBanus; peanuzauus DNS-noauTuxk,
HacTpoiika napametpoB cepBepa DNS ¢ momompio Windows PowerShell; nactpoiika
paciupenuii 6e3omnacHoctu ciyx0bl TomeHHbIX MeH (DNSSEC); nacTpoiika mysia cokeToB
DNS; nactpoiika 6J10KUpOBKH K3111a; BKIIOYEHHE BO3MOKHOCTH OTPAHUYEHUS YPOBHS
OTKJIMKA; HACTPOHKA MPOBEPKH TOJIMHHOCTA UMEHOBAHHBIX CYIIHOCTEH Ha 6aze DNS
(DANE); nactpotiika Begenus xxypHasia DNS; HacTpoiika neiserupoBaHus
aJMUHHUCTPUPOBAHMS; HACTPOMKA [TaPaMETPOB PEKYPCUH; pEAIU3aLHs PETYINPOBKU
npousBoauTeabHOCTH DNS; HacTpoiika r1o6ansHBIX MTapaMeTpoB

Coznanne u HacTpoiika 30H u 3anuceir DNS

o Coznanue OCHOBHBIX 30H; HACTpOIKa OCHOBHBIX 30H Active Directory; co3gaHue u HacTpoiika
JIOTIOJIHUTENIBHBIX 30H; CO3/IaHMe M HaCTpOMKa 30H-3aryuieK; HacTpoiika 30ub1 GlobalNames;
aHaJu3 CTATUCTUKY HA YPOBHE 30H; CO3/IaHNUE U HACTpolika 3amucel pecypcoB (RR) DNS, B
toM umciie 3anuceit A, AAAA, PTR, SOA, NS, SRV, CNAME u MX; HacTpoiika OYnCTKH
30H; HACTPOIKa MapaMeTpoB 3amuceid, Bkitodas cpok >xu3Hu (TTL) u Bec; HacTpoiika
ITUKITMYECKOTO 0OCTY)KHBaHHSI, HACTPOHKa O€30IMaCHBIX JMHAMUYCCKUX OOHOBIICHHUI;
HACTPO¥Ka TOICPKKN HEN3BECTHBIX 3aIACEH; UCTIONh30BaHUE COOBITHIA ayIuTa U
aHAIMTUYIECKUI coObITHI (3arpocoB) DNS myuist aynnTa 1 moucka HeToJa0K; HacTpOKa
obmacTeii 30H; HACTPOKa 3amucel B 001aCTAX 30H; HACTPOHKA TOJTUTHK JIJISl 30H

e VYcranoBka u HacTpoiika DHCP

e VYcranoska u HacTpoiika DHCP-cepBepoB; aBropuszanus DHCP-cepBepa; coznanue u
HACTpoiika obacTell; co3laHue U HACTpoiKa cynepobiacTeil 1 MHOT0aIpeCHbIX
oOnacreii; HacTpoiika pesepBupoBanusi DHCP; nactpoiika napamerpo DHCP;
Hactpoiika napametpoB DNS B DHCP; HacTpoiika monuTHK; HaCTpOHKa KIMEHTa U
cepsepa ais 3arpy3ku PXE; nacrpoiika arenta DHCP-peTpancnsumm; npuMeHnenue
[Pv6-anpecos npu ucnons3oBannu DHCPv6; BemonHeHre skcnopTa ¥ UMIopTa s
DHCP-cepgepa; Beimonnenue murpanuu DHCP-cepsepa

e VYnpasnenue u conpooxaenue DHCP

o Hactpoiika cpoka apeH/ipl; apXuBUPOBaHUE U BOCcCTaHOBIeHHE 0a3bl naHHbIX DHCP;
HACTpOIiKa BBICOKOM TOCTYMMHOCTH 3a cueT oTpadotku oTkaza DHCP; nactpoiika
3amuthl uMeHn DHCP; nouck u ycrpanenue Henonanok ¢ DHCP

e Peanmsamus u o6cmyxuBanue ynpasnenus [P-agpecamu (IPAM)

e Hactpoiika IPAM BpyudHYI0 UK C TOMOIIBIO TPYIITIOBOM MOJUTUKY; HACTPOIKA
oOHapy>KeHHSs cepBepa; COo3/IaHKe U ynpaBieHne 0J0KaMu U AuanazoHamu [P-
aJpecoB; MOHUTOPHUHT UCIOIb30BaHMs pocTpaHcTBa [P-anpecos; murpanus
cymiecTByromux Harpy3ok Ha IPAM; HacTpoiika xpanuiuima 6a3sl anHbix [IPAM ¢
nomotbio SQL Server; onpeneneHue CrieHapyreB, MO3BOJISIONIMX UCTIOJIB30BaTh
IPAM c System Center Virtual Machine Manager 15 ynpasieHus! IPOCTPaHCTBOM
¢usnyeckux u BupTyasbHbiX [P-anpecos; ynpasnenue cBoiictBamu cepsepa DHCP ¢
nomoibio [IPAM; HacTpoiika obnacrteit u napamerpoB DHCP; nactpoiika monuTuk
DHCP u otpaboTku oTKa3a; ynpasieHnue cBoiictBamu DNS-cepBepa ¢ momouipio
IPAM; ynpasnenne 3onamu u 3anucsimu DNS; ynpasieaue DNS- u DHCP-
cepBepaMu B HECKOJIBKUX Jecax Active Directory; nenerupoBanue
agMuHUCTpaTUBHBIX otHOMOouni Jj1st DNS u DHCP ¢ nomMortsio ynpasieHus
noctyrnoM Ha ocHoBe poneit (RBAC); aynut n3sMeHeHnH, BBITTOJIHEHHBIX Ha CepBEpax
DNS u DHCP; ayaut ¢ npoBepkoii ayautopckoro cieaa ais aapecoB IPAM; ayaur ¢
npoBepkoii coowiTuii aperpl DHCP 1 coObITHii BX0Oa oas30BaTenei



Brenpenue pemennii 1 TOAKITIOYEHUS K CETH
e Baenpenne npeodpazoBanus ceteBbix anapecoB (NAT); HacTpoiika MapmpyTH3aITUN
Buenpenue pemenuii s BuptyanbHoi yactHoi cetu (VPN) u DirectAccess

e Baenpenue pemenuii st ynaaeHroro goctyna 1 VPN tuma "cers-cets" (S29),
UCIIOJIb3YIOIINX LUTI03 YAAIEHHOIO JOCTYIA; HACTPOWKA pa3HbIX BApUAHTOB
npotokoia VPN; HacTpolika pa3HbIX BapUAaHTOB MPOBEPKHU MOJIMHHOCTH; HACTpOMKa
nepenoakmoueHuss VPN; co3nanue u HacTpoiika npoduiiel HoIKII0YeHHMS;
OmpeJieNIEeHUE YCI0BHUI A ucnonb3oBanus VPN ¢ ynanenHsiM goctynom unu VPN
Tuna "ceTb-ceTh" U COOTBETCTBYIOIIUX MMPOTOKOJIOB; YCTAHOBKA M HACTpOMKa
DirectAccess; peanu3aius TpeOOBaHUH K CepBepy; BHEAPECHNE KOHPUTYpAITUT
KJIMEHTA; TIOMCK U YCTpaHeHHe Heronaaok ¢ DirectAccess

Buenpenue cepsepa cereBbix moauTuk (NPS)

e Hactpoiika RADIUS-cepBepa, Bxirouasi RADIUS-npokcen; nactpoiika RADIUS-
KJIMEHTOB; HacTpoiika madioHoB NPS; nactpoiika RADIUS-yuera; HacTpoiika
cepTu(UKaToOB; HACTPOIKa MOJMUTUK 3aPOCOB Ha MOAKIIOUYEHUE; HACTPOMKA CETEBbIX
MOJUTHK 17151 KJIMeHToB VPN npu noAxiIro4eHuy Io MPOBOAHBIM U OECIIPOBOIHBIM
CEeTSIM; UMIIOPT U SKCHOPT MouTuk NPS

Ucnons3oBanue [Pv4- u [Pv6-aapecos

e Hactpoiika agpecos u napamerpoB [Pv4; onpenenenue n HacTpoiika
cootBeTcTBYyIOIMX [Pv6-anpecos; HacTpoiika nmoacereit IPv4 unu [Pv6;
ucnoib3oBanue [Pv6-aapecos 6e3 yueTa COCTOSIHUS, HACTPOIKAa COBMECTUMOCTH
IPv4 u IPv6 nipu cuienapusix ISATAP, 6to4 u Teredo; HacTpoiika mpoToKoIa
norpannyHoro nuto3a (BGP); nactpoiika mapuipytuzaiuu [Pv4 u IPv6

Brenpenune pacripenenennoit ¢aitmosoii cuctemsl (DFS) u pemenwii s dummanon

e VYcTaHOBKa U HacTpoiika npoctpancTB uMeH DFS; HacTpoiika MecT Ha3HAYeHUS IS
peruukanuu DFS; HacTpoiika pacnycanus periiKalyy; HacTpoiika mapamMeTpoB
ynaneHHoro pasHoctHoro cxatust (RDC); HacTpoiika mpoMeXyTOYHOTO XpaHEHHUS;
HACTPOIKa OTKA30yCTOHYNBOCTH; KIIOHUPOBAaHUE 0a3bl JAHHBIX PETUTUKAINN
pacnpenenennoit daiinoBoit cuctembl (DFSR); BocctanoBnenue 6a3 qanabix DFSR;
onrumuzanus pertukanuu DFS; yctanoBka u HacTpoiika BranchCache;
UCTIOJIb30BAaHKE PEKUMOB PACTIPEICICHHOTO M Pa3MEIIEHHOTO K3111a; BHEAPEHHE
BranchCache st Be6-cepBepoB, (haiiIOBBIX CEPBEPOB B CEPBEPOB MPUIIOKECHHIA;
MOUCK U ycTpaHeHue Hemnoagaok ¢ BranchCache

Brenpenue pemennii 11 BEICOKONPONU3BOAUTENBRHOM CETH

o Buenpenue pemeHus 1151 00beIUHEHHSI CETEBBIX KapT WIH 00bEIUHEHUS
BCcTpoeHHBIX kKoMMyTaTopoB (SET) u onpenenenue ycaoBuii Uit HCIIOIB30BaHUS
Ka)XJI0T0 U3 PEUICHUH; BKJIIOYCHNE ¥ HACTPOWKa MacIITaOMpOBAHUS Ha CTOPOHE
npuema (RSS); BkiItoueHre 1 HaCTpoiiKa ceTeBoro kauecTBa obcmyxuBanus (QoS) ¢
MOCTOM JIJ1s1 TIeHTpa 00paboTku naHHbX (DCB); Britouenue u HacTpoiika SMB
Direct Ha ceTeBBIX alanTepax ¢ yIaJIeHHBIM 1ocTynoM K nmamsata (RDMA);
BKIIIOUeHHUE U HacTpoiika SMB Multichannel; BkiroueHne u HacTporika
BUPTYaJIbHOTO MaciiTabupoBaHus Ha cTopoHe npueMa (VRSS) Ha cereBoMm amanrepe
C MOJICPKKOM ouepenu BUpTyalibHbIX MalivH (VMQ); BKIIIOUeHUE U HACTpoiika
MYJIBTHOUYEPEIU BUPTYaTbHBIX MaluH (VMMQ); BKiIIOUeHHE U HACTPOUKa
Bupryanuzanuu SR-I0V Ha noanep:xuBaeMoM CeTeBOM ajarnTepe



e Ompenenenue clueHapueB U TpeOOBaHMHN IS peaTu3alii IPOrPaMMHO-KOH(PUTYpUpyeMOon
cetu (SDN)

Omnpenenenue cueHapreB pa3BepThIBaHUsS U TPEOOBAHUH K CETH JUIS Pa3BEPTHIBAHHS
SDN; ompenenenue TpeOOBaHMIA U CIICHAPUEB /IS peaT3alliil BUPTYaTU3allui CETH
Hyper-V (HNV), ucnions3yst nakancymsmuto Network Virtualization Generic Route
Encapsulation (NVGRE) unu unkancysnsuuto Virtual Extensible LAN (VXLAN);
OTpeJieNieHUe CIICHAPUEB ISl BHEIPSHUS TIOACUCTEMBI OaJlaHCUPOBKH HArpy3KH
(SLB) ¢ 6aniaHCHpPOBKO# ceBep-IoT MM BOCTOK-3aI1a/l; ONpee/ICHHE CIICHAPUEB JIJIs
BHEJpeHus pa3HbIX TUIOB 1UTI030B Windows Server, Bkitouast L3, GRE u S28, a
TaKXKe WX UCTIOJIb30BaHKE; ONpeIeieHue TPeOOBaHUM U CLIEHAPUEB JIJISI TOJTUTHK
OpaHaMay’pOoB IIeHTpa 00paOOTKH TAaHHBIX M CETEBBIX TPYI 0€30MTaCHOCTH
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